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Research

Our vision

To make Virginia a globally $38 M

recognized center of excellence

INn cybersecurity, and by doing so new research funding from

contribute to Virginia’'s economic federal government and

diversification and development industry in FY22 (27% increase
over FY21)

new research funding from

$1 1 5M federal government and

iIndustry to CCl researchers in
our 3 years of operation
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Cybersecurity = multidisciplinary

Securing Next G Securing Human-Machine

Interactions
Open interfaces and standards

Virtualization and network « Al assurance

disaggregation  Hacking humans

Integration of cyber physical systems e The metaverse

Quantum information science « Security and privacy for embedded
Secure and flexible spectrum devices

« Ethical cybersecurity
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Unique, state-of-the art infrastructure

xXG testbed expanding @ VT; new medical
device security testbed @ VCU; new
OpenCyberCity testbed @ VCU; Gtk

cybermanufacturing testbed @ Mason Cyber Initiative
cyberinitiative.org



DoD-funded 5G smart warehouse pilot
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5G smart warehouse at the US Marine Commonwealth
Corps logistics base in Albany, GA
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NetTech Warriors

Designed to address the worker shortage in
cybersecurity by affording middle and high
school students the chance to experience and
experiment with potential cybersecurity career
paths.
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Innovation Programs

Our goal

To facilitate translation of research
iInto commercialization, protect
intellectual property developed in
CCl, and foster a robust ecosystem
of startups
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CCI+A

v Commonwealth Cyber Incubator and Accelerator

v/ Housed in Mason’s facilities in Arlington, led by the CClI NOVA Node and co-
funded by the CCl Hub

v Cyber Acceleration, Translation, and Advanced Prototyping for University-
Linked Technology (CATAPULT) fund

v This year, 8 x $50K grants for translational research projects

v Mentorship from volunteer industry experts, startup services (including fre
legal and business consulting), access to rent-free physical space in the
Digital Innovation Pilot facility

O
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CCI Spinouts /

~

‘' EIGE

SOLUTIONS,

VirtualPLC
(Founders: Carl Elks, Rick Hite, :
: (Founders: Syed Qasim, Irfan
Christopher Deloglos) Ahmed)

Leverages FPGA technology for . :
verifiability of critical Automation of collection and

cyberphysical systems analysis of adversarial data for

\ / Qitical infrastructure customerS/

Dreams 2 Reality Incubator @ VCU
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Workforce needs

Virginia

TOTAL CYBERSECURITY JOB OPENINGS n SUPPLY/DEMAND RATIO n GEOGRAPHIC CONCENTRATION n TOP CYBERSECURITY JOB TITLES ﬂ

h 8% Slnce NOV 53’767 - B Software Developer
2021 — Very H |gh B Systems Engineer

TOTAL EMPLOYED CYBERSECURITY LOCATION QUOTIENT B Cybersecurity Analyst
WORKFORCE @ B Network Engineer

B Cybersecurity Manager

+10% since Nov 93775 o

4 5 B Systems Administrator

2021 1 Md g%g{) National average _. . B Cybersecurity Consultant
/E) Virginia

B Cybersecurity Specialist
Mational average M Penetration & Vulnerability Tester

1.0

Total: Source: cyberseek.org

+ 2.6% since Nov (03/30/22)
2021
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Internships, from high school to grad school
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NoVA Program (2021)
v' 20 internships for HS
juniors or seniors
v 110 applicants

( In 2022, 30 internshi@

" &l

COMMONWEALTH STEM INDUSTRY
INTERNSHIP PROGRAM

v’ 54 placements

v’ 21 companies (13 new)
v 42% female, 50% POC
v 17% military veterans

eeeeeeeeeeeeeeeeeeeeeeeeeee

INTERNSHIP

FAIR

( 91% remained in cyber/

\_

.. I Commonwealth
Cyber Initiative

Cyberstartups internship program (2021):
145 applicants, 15 positions (80% from
underrepresented groups), 11 received post-
internship job offers

~\
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New apprenticeship program

Developed by CCl NoVA Node \

v 25 apprentices

v 7-week full time training

v 12-week apprenticeships

v Hosted by Arlington Co,,
MITRE, Dekra, InterSec,
Sedulous, Peraton

Increasing diversity in the cyber workforce:
400 applicants to the program

43% female, 19% veterans

90% in underrepresented groups in STEM

O
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Experiential learning

( )
Cyber Navigators

\L—d DEPARTMENT
of ELECTIONS
$3M grant from
NSA (6 CCI

2022 CCI| CYBER CAMP

Virginia Tech Research Center < Arlington
June'e- 972022

Qualifying Event: April 8410, 2022

/” USDANIFA

Women and
Minorities in Ag

i3

Rural
Cybersecurity

\ universities) /

QVorkforce Pipeliny

June 2022: $900K
funding for nine
new experiential

~

. learning programs Commonwealith
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CCl Economic Impact Assessment FY 2020-21

“For every dollar spent by CCI, researchers
leveraged an additional $2.32 in external funding

over the first two years of the program”
. J

4 )

“The research profile of VA universities has grown at a

rate outpacing national averages, but they are still small

as individual institutions. CCl can serve as a valuable

convener to help universities collaborate to elevate their
research profile.”

- P Y,

Commonwealth

Source: RTI International, August 31, 2021 Cyber Initiative
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Plans for FY23
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Cybersecurity Month(ish)
L eew | ke [ 0 Msm

CCI Internship Fair Sept. 22-23 (online)  Day 1: Panels and presentations; Day 2: Interviews
10 company booths so far; registration opens 08/22

Coastal CCI Cybersecurity Education  Sept. 28-29

and Research Conference (Williamsburg, VA)

Mobile World Congress Americas Sept. 28-30 (Las Showcasing CCI xG testbed capabilities, ORAN
Vegas, NV) demos, Albany project demos

Annual SWVA CCI Meeting Oct. 11 (Blacksburg,  Annual meeting of CCl-funded faculty and students in
VA) SWVA

Bias in Al seminar Oct. 13 (online) — Seminar being organized by CCI Inclusion and
tentative Diversity Committee

VASEM Summit Oct. 25 (Washington, Theme: Securing the Future of Cyberspace
DC)

Taubman Museum of Art Nov. 4-5 (Roanoke, CClI’s projects at the intersection of the arts and
VA) design
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FY23 Priorities

+ Transdisciplinary cybersecurity: $800K in seed grants for multi-disciplinary
teams researching securing human-machine interactions

v Multi-institution teams, large grants: competing for federal funding in
5G/NextG security; CCl Fellows program focuses on leadership for large
projects

v Expansion of innovation programs: bringing researchers together with VCs,
enabling spinouts, coordinating with VIPC for additional funding

Commonwealth
Cyber Initiative

+ Scaling up internship and apprenticeship programs: exploring extensiog
of high-demand programs
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FY23 Priorities (cont'd)

v Expansion of research infrastructure: extensions of the existing testbed,
iIncluding a new outdoor xG testbed using CBRS licensed spectrum

+ Raising our profile: raising awareness of CCl research, innovation and
workforce development capabilities and building new partnerships,
nationally and internationally
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