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1. Introduction and Purpose 

The Commonwealth Cyber Initiative (CCI) is a state-funded network of 21 public 

universities and 18 community colleges in Virginia to establish Virginia as a global center 

of excellence at the intersection of security, autonomous systems, and data (see Figure 

1-1). With a mission of research, innovation, and workforce development, CCI serves as 

a catalyst for the Commonwealth’s long-term leadership in this sector. CCI’s vision 

statement and mission are as follows: 

Vision: The Commonwealth Cyber Initiative will establish Virginia as a global 

leader in cybersecurity research and serve as a catalyst for the Commonwealth’s 

long-term economic leadership in this sector. 

Mission: The Commonwealth Cyber Initiative serves as an engine for research, 

innovation, talent development, and commercialization of technologies at the 

intersection of security, autonomy, and data. 

CCI was established in 2018 through legislation from the Virginia General Assembly, 

and its blueprint was delivered to the Virginia Research Investment Committee in 

December 2018. CCI’s hub and four nodes were established in 2019, and the program 

received $20 million in initial funding in fiscal year (FY) 2020, with an additional $17.5 

million allocated for FY 2021. CCI has two primary objectives: to build world-leading 

cybersecurity research and innovation capabilities and to help close the workforce gap in 

cybersecurity in the Commonwealth of Virginia. 

Figure 1-1: CCI Hub, Nodes, and Partner Institutions  

 

Source: CCI 

CCI is organized with a hub and four regional nodes, which link universities, community 

colleges and government and private sector stakeholders in each region. The four nodes 
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are each led by a node director who is a faculty member at the node university, and they 

count on the support of program staff and input from a board and private-sector partners. 

The hub and nodes are listed below:  

• Hub: Arlington, VA (Virginia Tech Research Center)  

• Northern Virginia (George Mason University) 

• Central Virginia (Virginia Commonwealth University [VCU]) 

• Coastal Virginia (Old Dominion University)  

• Southwest Virginia (Virginia Tech) 

About this Report 

In March 2021, RTI International was commissioned to conduct an economic impact 

study of CCI’s impact on research, innovation, and workforce across the Commonwealth 

of Virginia in FYs 2020 and 2021. This assessment included direct spending by CCI at 

the hub and nodes, cost-share contributions by CCI node and partner universities, and 

leveraged funding from external grants and private investments from a period between 

July 2019 and June 2021.  

Investments in research, commercialization, and workforce generate broad economic 

effects over time as new technologies and human capital move to the market. CCI is in 

its second year of activities, and the findings in this report represent an early 

assessment of the economic impact of CCI. They are intended to show early progress in 

metrics and set a baseline for assessing the impacts of future CCI investments and 

comprehensive impact evaluation in the future. This report looks at impacts in four key 

areas:  

1. Baseline trends in the cyber economy in Virginia: How is Virginia performing in 

key metrics related to economic growth in cyber, 5G, and artificial intelligence 

(AI)? How is it competing with peer states and national trends? What metrics 

should CCI continue to track as it measures its statewide impact?  

2. Impact of Project Spending: How are the activities of CCI directly supporting jobs, 

wages, and gross domestic product in Virginia? How are those activities creating 

indirect and induced effects?  

3. Ecosystem Impacts: How does CCI’s activities contribute to the growth and 

development of Virginia’s Cybersecurity Innovation Ecosystem? 

4. Programmatic Reporting: How are CCI projects supporting research, workforce, 

and commercialization outputs for future economic growth? What are the outputs 

and outcomes of the programs supported by CCI and how do they contribute to 

economic growth?  
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This report is not intended to be a final evaluation of CCI because its work is ongoing, 

and many of its investments will take several years to influence the Virginia’s 

Cybersecurity Innovation Ecosystem. The data used in this economic impact 

assessment came from a combination of sources, each of which was collected and 

reported differently. Not all indicators are intended to be compared side by side. The 

data sources are summarized in Table 1-1 and in Appendix A in more detail.  

Table 1-1: Data Used in the Economic Impact Assessment  

DATA COMPILED  DATA SOURCES  

Secondary Data 

Public data including National Science Foundation (NSF), 

Bureau of Labor Statistics (BLS), U.S. Patent and Trademark 

Office (USPTO), Department of Energy, SAM.gov, Small 

Business Innovation Research (SBIR)/Small Business 

Technology Transfer (STTR) 

Proprietary data including Pitchbook and EMSI 

Reports, announcements, articles, and news releases 

FY 2020 Reporting  

Virginia CCI FY 2020 annual report  

Office of sponsored programs at select universities  

FY 2021 Reporting  

FY 2021 faculty reports  

FY 2021 node semiannual and annual reports  

CCI FY 2021 financial reporting data  

Economic Model IMPLAN Pro 2018 multipliers  

Original Data  

Interviews with hub and node leadership and staff  

Interviews with faculty fellows and select principal 
investigators (PIs)  

Interviews with private-sector partners  

About RTI  

RTI International (https://www.rti.org/about-us) is an independent, nonprofit research 

institute dedicated to improving the human condition. Our vision is to address the world’s 

most critical problems with science-based solutions in pursuit of a better future. Clients 

rely on us to answer questions that demand an objective and multidisciplinary 

approach—one that integrates expertise across the social and laboratory sciences, 

engineering, and international development. 

This report was prepared by RTI’s Center for Applied Economics and Strategy (CAES), 

which provides program evaluation, data analysis, and strategic advice to support 

https://www.rti.org/about-us
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decision-making at the federal, state, and local levels. CAES works with clients to 

assess outcomes and impacts of programs, policies, and regulations through an applied 

set of qualitative and quantitative tools, including cost-benefit analysis, macroeconomic 

modeling, spatial and land-use modeling, and economic impact assessments.  

RTI is supported by Richard Clinch, PhD director of the Jacob France Institute at the 

University of Baltimore (http://www.jacob-france-institute.org/). The Jacob France 

Institute serves as a leading source of high-quality statistical information and research 

covering the interaction of business, worker, and government investment decisions. The 

JFI has conducted numerous analyses of the impact of and return on investment in 

technology based economic development initiatives.  

  

http://www.jacob-france-institute.org/
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2. Framework for Impact  

CCI fulfills its mission and vision to establish Virginia as a global leader in cybersecurity 

research and serve as a catalyst for the Commonwealth’s long-term economic 

leadership in cybersecurity research, innovation, and talent development by providing 

programmatic support to the hub and four nodes in three main areas: research, talent 

development, and innovation/commercialization.  

Virginia is a recognized leader in cybersecurity companies, jobs, research, education, 

and commercialization and innovation. The Commonwealth has recognized and targeted 

the development of the cybersecurity sector for more than a decade. In 2012, Virginia’s 

Innovation Ecosystem: The Trusted Leader in Growing Cyber Security Solutions report 

recognized the vitally important business, economic, and technology commercialization 

potential of the cybersecurity sector.  

The wealth of resources that have made Virginia a leader in innovation 

and technology are fueling the development of a new crop of cyber 

security solutions. Principles of collaboration, coordination, investment, 

integration and — perhaps most importantly — trust have been keys to 

this success. 

In Virginia, this principle of integrated leadership is at the root of its 

economic success. Leaders from business, government and higher 

education have co-created an environment that has nurtured the types of 

innovation that has made the Commonwealth the home of the top 

technology companies and the number one recipient of federal 

investment. A shared vision for pro-business policies, a massive and 

highly skilled workforce and cutting-edge technology research has also 

planted Virginia at the heart of the cyber security space.1 

Governor McAuliffe launched a series of programs in 2016 to support cybersecurity 

education, including the Virginia Cyber Range,2 and the 2018 budget supported the 

launch of CCI. The goal of the program was articulated as follows: “The Commonwealth 

Cyber Initiative shall be established to serve as an engine for research, innovation, and 

commercialization of cybersecurity technologies, and address the Commonwealth’s 

need for growth of advanced and professional degrees within the cyber workforce.”3 The 

 

1 Office of Virginia’s Secretary of Technology. (2012). Virginia’s Innovation Ecosystem: The 
Trusted Leader in Cybersecurity Solutions 
https://www.cyberva.virginia.gov/media/governorvirginiagov/cyber-va/documents/cyberreport.pdf  
2 Virginia Cyber Range. (2019). About Virginia Cyber Range. 
https://www.virginiacyberrange.org/about  
3 LIS. (2018). Budget Bill - HB5002 (HB5002S1). 
https://budget.lis.virginia.gov/item/2018/2/hb5002/substitute/1/252/  

https://www.cyberva.virginia.gov/media/governorvirginiagov/cyber-va/documents/cyberreport.pdf
https://www.virginiacyberrange.org/about
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December 2018 Commonwealth Cyber Initiative Blueprint report established the vision, 

mission, and goals for CCI. As laid out in the Blueprint,  

The Commonwealth Cyber Initiative (CCI) will create a Commonwealth-

wide ecosystem of innovation excellence in cyber-physical systems 

(CPS) with an emphasis on trust and security. CCI will ensure Virginia is 

recognized as a global leader in secure CPS and in the digital economy 

more broadly for decades to come by supporting world-class research at 

the intersection of data, autonomy, and security; promoting technology 

commercialization and entrepreneurship; and preparing future 

generations of innovators and research leaders. CCI will build on 

Virginia’s strong base of research excellence, its innovative and diverse 

higher education system, vibrant ecosystem of venture capital investment 

and high-growth firms, and unparalleled density of cybersecurity talent.4 

The goal of CCI is to propel Virginia’s cybersecurity ecosystem into a position of 

global leadership. This goal is laid out in the Blueprint’s “CCI: A Call to Action” section, 

which states, “CCI is designed to connect public institutions of higher education across 

Virginia with industry partners to develop an ecosystem of research, innovation, 

commercialization, and learning to propel Virginia into a position of leadership in 

cybersecurity for the growing Internet of Things.”  

Logic Model for Impact  

CCI-funded work, conducted by institutions of higher education in research, innovation, 

commercialization, and workforce, generates economic activity in the state through their 

activities and the short-, medium-, and long-term outcomes of activities. As seen in 

Figure 2-1, CCI inputs support program activities, which in turn generate short-term 

outcomes such as follow-on funding, intellectual property disclosures, published papers, 

and students enrolled. Over the long term, these outputs generate statewide impacts by 

bringing new innovations to market, supporting innovative and competitive companies, 

and supporting the state’s labor market through highly skilled graduates entering the 

workforce.  

 

4 Commonwealth of Virginia. (2018). Commonwealth cyber initiative blueprint. 
https://rga.lis.virginia.gov/Published/2019/RD18/PDF  
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Figure 2-1: CCI Programmatic Role in Virginia Cybersecurity Innovation 
Ecosystem 

 

Metrics for Tracking  

Activities related to research, innovation and commercialization, and workforce 

contribute to economic growth by bringing new knowledge, commercial applications, and 

human capital to the market.  

• Research: New knowledge discovery is shared through publications and 

collaborations and is adopted by the private sector through technology 

commercialization.  

• Innovation and commercialization: New intellectual property is licensed, 

and start-up and spin-off companies grow to generate revenue and jobs.  

• Workforce development: A skilled workforce allows for technology 

companies to grow and attracts new firms to the state.  

As seen in Table 2-1, various metrics track progress toward these objectives over time 

and show how activities are contributing to growth.  
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Table 1-1. Proposed Metrics for Tracking Impacts of CCI-Supported Programs  

Research Activities Innovation and 
Commercialization Activities  

Workforce Development 
Activities  

External funding leveraged pre- 
and post- CCI award  

Intellectual property disclosures 
and patents granted  

Number of students involved in 
initiatives  

Number and value of proposals 
submitted for external funding 

Licensing agreements entered 
and revenue from agreements  

Degrees conferred, certificates, 
and graduation rates  

Number of publications and 
conference proceedings 

Start-up and spinoff companies 
supported  

Access to cyber degrees and 
careers from underrepresented 
groups  

Number of collaborations and 
perception of quality of 
collaborations  

Funding leveraged by start-up 
and spinoff companies 
supported  

Career outcomes and retention 
of workforce in Virginia 

Number and value of licensing 
agreements, technology 
transfer, and spinoffs 

Sales and jobs created at start-
up and spinoff companies  

Attraction and retention of major 
corporate offices and 
headquarters (HQs)  

 

CCI-Funded Activities  

CCI supports a broad mix of activities in research, innovation and commercialization, 

and workforce development. Research activities include security for cyber-physical 

systems, AI/machine learning (ML) for assurance and early detection, and testbeds to 

support new 5G and AI technologies. Innovation and commercialization include a mix of 

start-up support programs, proof-of-concept funding, entrepreneurs in residence, and 

events to connect innovators and entrepreneurs. Workforce development is primarily 

focused on undergraduate and graduate students, providing experiential learning and 

applied curriculum development.  

Research  

The information technology (IT) landscape is constantly changing, and cybersecurity 

approaches and technologies must move faster. As new computing platforms, devices, 

and applications are developed—from cloud computing to 5G communications to 

autonomous systems—the cybersecurity challenges evolve. Putting the nation’s most 

innovative minds to task to stay one step ahead of the cyber challenges of tomorrow 

presents an opportunity for increasing the economic growth of the Commonwealth of 

Virginia. Supporting the enhancement and expansion of the Commonwealth’s academic 

and industry cybersecurity research capabilities is CCI’s central focus and accounts for 
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three-quarters of CCI’s programmatic spending. CCI supports cybersecurity research 

and development (R&D) activities in three main areas: 

a) 5G wireless security—The emergence of 5G technologies is expected to unlock 

many applications of the Internet of Things (IoT). New 5G technologies, including 

network slicing and edge computing, will revolutionize access to mission-

essential data and services. Securing the IoT infrastructure involves a 

combination of securing the edge devices, the communications networks, and 

the core computing in the cloud that provides services. Many embedded, real-

time operating systems have no built-in security, which can make operational 

security difficult. Research in this area needs to develop lightweight security 

building blocks for embedded systems, work to focus new 5G standards and 

technologies in ways that help create a more secure ecosystem, and design new 

network defenses. CCI’s 5G wireless security funding is focused on efforts to 

enhance low latency, high capacity, and massive connectivity in IT systems and 

IoT applications.  

b) AI assurance—As AI research accelerates, machine capabilities are quickly 

expanding so that complex AI systems are becoming a part of everyday life. It is 

imperative that trust and assurance mechanisms are baked into the development 

and deployment process. AI systems must be deemed reliable, explainable, 

unbiased/fair, and privacy-preserving to be truly accepted by humans and fully 

integrated into society. CCI’s AI assurance research effort is a multi-institution 

and interdisciplinary collaborative initiative across the hub and node institutions 

to advance foundational knowledge in trust and assurance of AI systems that 

leverage use-inspired research questions presented by CCI’s partners in 

government and industry. 

c) Testbeds—Achieving the Commonwealth of Virginia’s goal to put Virginia at the 

forefront of global cybersecurity research will require investments in research 

infrastructure. To meet this need, CCI is funding the development of critical and 

unique research infrastructure for use by CCI’s partners across Virginia. This 

includes testbeds that serve as common platforms for advanced research, 

development, and technology demonstration, increasing competitiveness of 

Virginia’s researchers and accelerating commercialization and economic 

development, including: 

The 5G wireless security and AI assurance testbeds are initiative-wide investments that 

are used by PIs and researchers from across the commonwealth.  

5G wireless security testbed—The CCI hub is establishing a 5G security testbed as a 

collaborative activity and joint resource of the universities and community colleges. 

Principal development of the core network and expertise in standing up the equipment 

will be provided by the CCI hub. CCI nodes will explore research issues related to 

specific application modes of 5G, such as IoT management, smart ports, grid 

management, unmanned aerial vehicles and satellite communications, factory 

automation, and transportation. The hub and node research will leverage base stations 
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(gNBs) located at the nodes that connect to the 5G core network located at the CCI hub. 

The 5G Wireless Security Testbed will provide critical infrastructure to:  

• Provide a high-quality and high-efficiency test and experiment facility for academic 

research by academic faculty, postdocs and graduate students, industry and federal 

partners, and entrepreneurs across the network. 

• Provide a training facility for red- and blue-teaming and comprehensive 5G 

cybersecurity wargaming for (a) students and academic researchers, (b) industry 

collaborators, and (c) government employees working in 5G cellular R&D. 

• Provide a vulnerability testing and validation service for off-the-shelf equipment for 

5G vendors and government workers in 5G development and operations. 

• Serve as a resource for other research areas that will likely be highly dependent on 

5G. 

AI Assurance Testbed and Software Factory—CCI’s AI assurance team is building a 

user-friendly testbed and software factory that will be accessible to researchers across 

academia, industry, and government to evaluate the level of trust and assurance of their 

AI algorithms. The testbed will provide pretrained models, prebuilt containers, test suite 

generators, and data in a plug-and-play interface. This new resource is poised to 

accelerate research, support training, and lead to new innovations. The AI Assurance 

Testbed and Software Factory will: 

• Provide a high-quality and high-efficiency test and experiment facility for academic 

research by academic faculty, postdocs, and PhD/MS graduate students in both the 

CCI hub and nodes. 

• Provide a test capability for red- and blue-teaming AI algorithms for (a) students and 

academic researchers, (b) industry collaborators, and (c) government sponsors 

working in AI R&D. 

• Provide a vulnerability testing and validation service for government T&E 

organizations of COTS and GOTS algorithms. 

• Serve as a resource for other research areas that will likely be dependent on AI 

assurance, for example, AI considerations in 5G wireless technologies or cyber-

physical systems. The testbed will serve as an initial software test facility for these 

application areas. 

Workforce Development 

There is a global talent gap in the cybersecurity workforce. According to the (ISC)2 

Cybersecurity Workforce Study, 2020 study, there is global gap of 3.1 million 

cybersecurity workers globally, with a gap of 359,000 cybersecurity workers in the 
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United States.5 As described in Section 2, Virginia has the second highest concentration 

of cybersecurity jobs in the United States. According to the CyberSeek website, Virginia 

has the second most cybersecurity job openings in the nation, after California, with 

49,151 job openings. States are competing to fill this gap, and CCI is at the forefront of 

this effort in Virginia. CCI works with institutions of higher education across Virginia to 

align and enhance the exceptional pipelines and platforms already in place and to 

provide more and better experiential learning opportunities for students. CCI supports 

cybersecurity talent development through its Education and Experiential Learning 

Programs. Starting in FY 2020, CCI provided funding for scalable pilot programs for 

experiential learning at member institutions across Virginia that would provide students 

with industry experience and enhance their skill sets to better prepare them to enter the 

cybersecurity workforce. The CCI-funded program aims to create a statewide ecosystem 

of excellence in cyber-physical systems and serve as a catalyst for research, innovation, 

workforce development, and commercialization of technologies at the intersection of 

security, autonomy, and data. The following are selected cybersecurity workforce/talent 

generation program examples: 

a) Cyber start-ups: This pilot program for novel experiential learning offers 

opportunities for students to obtain experiential learning at cybersecurity start-

ups with a focus on innovation. It will foster creativity and entrepreneurship in 

students and connect start-ups with potential future employees. 

b) Experiential learning through the Commonwealth STEM Industry Internship 

program: The Virginia Space Grant Consortium will expand on its existing 

Commonwealth STEM Industry Internship program to build and grow statewide 

experiential learning opportunities for Virginia students majoring in cyber-physical 

systems, cybersecurity, autonomous systems, and data. 

c) AI-Security Living Lab Experience (AISLE) offers multidisciplinary teams of 

undergraduate and high school students the opportunity to work together on 

problems of direct relevance to the development of secure and trustworthy 

artificial intelligence. 

d) Training in the integration of cyber-physical systems and security: Researchers 

at the University of Virginia will adapt three graduate-level cyber-physical 

systems courses with associated hands-on labs that can be adopted by 

universities throughout the Commonwealth. 

e) Online Range Readiness and Reach Programs—Supported by the CCI 

Southwest Virginia Node, Radford University’s Department of Information 

Technology will develop modules intended for K–12 teachers, community college 

faculty, and practitioners to develop competence in both the operating system 

 

5 https://www.isc2.org/-/media/ISC2/Research/2020/Workforce-
Study/ISC2ResearchDrivenWhitepaperFINAL.ashx?la=en&hash=2879EE167ACBA7100C33042
9C7EBC623BAF4E07B.  
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and cybersecurity basics necessary to incorporate cybersecurity topics into K–12 

classes and the required technical competence to more fully use Virginia’s Cyber 

Range.  

f) Cyber Range Bootcamps—The CCI Southwest Virginia Node will host a 

cybersecurity bootcamp for Virginia high school teachers and community college 

faculty who will be teaching cybersecurity classes to better prepare them to teach 

in the Cyber Range program. 

g) 2020 Virginia Cybersecurity Workshop—In 2020, CCI supported the Virginia 

Cybersecurity Workshop, hosted by the Virginia Cyber Range. CCI and the 

Virginia Cyber Range hosted an online workshop to support Virginia secondary 

school teachers and Virginia Community College instructors who teach 

cybersecurity topics.  

h) High School Summer Camp for CyberAI—The Northern Virginia Node will 

support a new summer camp designed to offer Virginia high school students the 

opportunity to learn about artificial intelligence. 

i) High School Internship Preparedness—The Northern Virginia Node is developing 

a 2-week Professional Development Orientation program to be offered as the 

start of a 10-week high school cybersecurity summer intern program. High school 

students will be able to apply for cybersecurity internships offered by CCI 

partners and other cybersecurity firms through the CCI internship portal. 

j) Community College Outreach and Bridge Programs—VCU is expanding a 

successful program that provides research experiences to high school and 

community college students, and students continue in engineering programs 

throughout the region. 

Innovation and Commercialization 

A core component of CCI’s mission is to support cybersecurity innovation 

commercialization and new ventures in the Commonwealth, making Virginia the best 

place to start a business in advanced cybersecurity technologies. Each node connects 

with incubators, accelerators, tech transfer offices, and other resources to connect CCI 

innovators with the resources they need to accelerate commercialization. CCI innovation 

and commercialization programs include the following programmatic initiatives: 

a) Coastal Virginia Cyber INNOVATE Cyber Challenge—Coastal Virginia CCI 

developed a cyber innovation challenge encouraging student teams from the 

regional institutions (Old Dominion, Christopher Newport University, ECPI University, 

Norfolk State University, the College of William & Mary, and Tidewater Community 

College) to design a product or solution to a cyber challenge. Student teams worked 

under the supervision of node faculty trained in innovation and design thinking. 

Launched this spring, the program allows students to engage in a virtual environment 

to practice what they have learned within a real-world, work-based setting. The 
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students worked in five separate teams on cyber-related products or solutions for 

business and institutional partners. 

b) Tech Transfer, Patent, and Proof-of-Concept Funding—All four CCI nodes are 

investing in patent protection, proof of concept, and other technology transfer 

support. Totaling nearly $300,000, these investments will accelerate 

commercialization of cyber technologies developed at Virginia’s public institutions 

of higher education. 

c) Central Virginia Entrepreneurs in Residence—The University of Virginia and VCU 

engaged cyber-focused entrepreneurs in residence to discover technologies with 

commercial potential and to help guide these technologies toward CCI resources 

as well as translational resources available outside the CCI system. 

d) Innovation Commercialization Assistance Program (ICAP) Expansion—The 

Northern Virginia Node is expanding the ICAP program, supported by George 

Mason University, to accelerate the creation of cybersecurity start-ups and 

promote cyber technology commercialization. Supported by CCI, ICAP will 

deliver cyber-focused cohorts in the CCI Northern Virginia Node. 

e) Cyber Dashboard for Southwest Virginia—The Valleys Innovation Council (VIC) 

has created a dashboard in several focus areas, including the Innovation 

Creation Dashboard, which captures R&D funding; the STEM-H Talent 

Dashboard, which highlights degrees in science, technology, engineering, math, 

and health; and the Capital Ecosystem Dashboards, which provide a capital 

ecosystem landscape report of GO Virginia Region 2. All of this supports the 

regional innovation ecosystem. In collaboration with the Southwest Virginia Node 

of CCI, VIC will design a cyber dashboard focusing on the southwest region of 

the Commonwealth. It will serve as a resource and point of entry for those not yet 

familiar with the cyber landscape of this geographic region. 

f) Colliders, Summits, and Showcases—Several CCI nodes are planning 

technology summits and showcases to support regional economic development 

and cyber technology commercialization. These events will bring together 

industry and thought leaders to engage in conversations at the intersection of 

technology, research, regulation, policy, and economic growth. They will also 

provide forums for students, researchers, and faculty to expose their discoveries 

to leaders from the business and venture capital communities. 

From these programmatic offerings, CCI is implementing a host of critical new 

programming in the three target areas of research, supporting talent development 

and innovation/commercialization to further its vision to enhance the Virginia 

cybersecurity ecosystem, establishing Virginia as a global leader in cybersecurity 

research, and serving as a catalyst for the Commonwealth’s long-term economic 

leadership in this sector. 
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3. Baseline: The Cyber Economy in Virginia  

CCI is working within a fast-moving and competitive cyber economy in Virginia. As this 

section demonstrates, academic, private, and federal funding for cybersecurity-related 

research, venture capital, and services is growing rapidly and demanding a highly skilled 

workforce in Virginia. At the same time, peer states and research institutions are 

increasingly competitive as the national market for cybersecurity services and 

technology continues to grow. By understanding the trends in Virginia’s cyber economy, 

CCI can identify where to act and fill future needs.  

Virginia is home to a nationally and globally competitive cybersecurity industry. The state 

has strengths and assets, including the fifth largest computer science workforce and the 

largest cybersecurity workforce in the eastern United States; major research universities; 

defense contractors; financial services; federal government agencies; and private-sector 

firms working in cybersecurity, AI, and 5G.  

Cybersecurity, Computer Science, Computer Engineering, and 

Virginia’s Economy  

Cybersecurity, computer science, and computer engineering are central to Virginia’s 

economic competitiveness. The state is home to one of the largest tech sectors in the 

United States, driven by proximity to federal government facilities in the Washington, 

DC, and Virginia Beach metro areas and the large number of cybersecurity service 

providers. The state has prioritized cybersecurity and information technology as 

economic development drivers, making significant investments in infrastructure, 

programs, and incentives for technology companies. In addition to cybersecurity 

services, Virginia is adding product and software development into its tech sector. The 

announcement of Amazon’s HQ2 in Northern Virginia in 2018 and Virginia Tech’s $1 

billion investment in its innovation campus represent a diversification of a statewide 

ecosystem that has historically been driven by cybersecurity services for federal clients.6  

Data security is a costly and critical part of nearly every sector, including business, 

healthcare, government, and education. Security breaches are costly, and companies 

are increasingly vulnerable, placing greater demand on cybersecurity technologies, 

service providers, and professionals. In 2021, IBM estimated an average cost of $4.24 

million for a single data breach to a company, a 10% increase from the prior year.7 The 

high-profile Colonial Pipeline ransomware attack in May 2021 resulted in the governor of 

Virginia declaring a state of emergency and the federal Transportation Safety 

 

6 Virginia Economic Development Partnership. (2021). Cybersecurity. 
https://www.vedp.org/industry/cybersecurity 
7 IBM. (2021). Cost of a Data Breach. https://www.ibm.com/security/data-breach  

https://www.vedp.org/industry/cybersecurity
https://www.ibm.com/security/data-breach
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Administration issuing new rules on cybersecurity for pipelines.8 As cyberattacks 

become more common and more costly, demand for better technologies and skilled 

cybersecurity professionals to implement them will increase.  

Virginia is a national leader in cybersecurity and related computer science work, and as 

this section indicates, its profile is growing as national demand continues to increase. 

The status and trends in Academic research activity, federal procurement, private-sector 

activity, and workforce offer insight into the current state of cybersecurity, computer 

science, and computer engineering in Virginia and how the state is trending compared 

with peers and competitors.  

Academic Research Activity  

The research profile of CCI universities is growing in computer science and related 

fields. From 2009 through 2019, total research spending grew by an average annual rate 

of 10.3%, more than double the national rate of 5.2%. Universities including George 

Mason and Virginia Tech moved into the top 25 in national rankings, and total research 

spending exceeded $90 million in 2019 (see Figure 3-1).  

Figure 3-1: Higher Education R&D Expenditures in Computer and Information 
Sciences: CCI Universities: VT, UVA, GMU, ODU, VCU, W&M, GWU  

 

Source: NSF Higher Education R&D Survey (HERD). Includes Virginia Tech, University of 
Virginia, George Mason University, Old Dominion University, VCU, William & Mary, and George 
Washington University (CCI member, in District of Columbia with locations in Virginia).  

 

8 Gregg, A. (July 20, 2021). TSA issues new cybersecurity rules for fuel pipelines. The 
Washington Post. https://www.washingtonpost.com/business/2021/07/20/tsa-pipeline-
cyberattack-rules/  
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The pace of research activity in computer and information sciences at CCI universities is 

growing quickly, but as seen in Table 3-1, individual universities in Virginia do not have 

the scale of research activity seen at national leaders such as Georgia Tech and the 

University of Illinois or at regional peers such as the University of Maryland. although this 

lack of scale presents an obstacle for Virginia universities to compete on their own, it 

also offers an opportunity for them to collaborate through CCI to attract research funding 

and support research activity.  

Table 3-2. Higher Education R&D Spending in Computer and Information 
Sciences by CCI Universities: 2019 

INSTITUTION 
RESEARCH 
SPENDING 

NATIONAL 
RANK 

ANNUAL GROWTH 
RATE (2009–2019) 

George Mason $31.2 M  12 13.8% 

Virginia Tech $23.5 M  23 6.0% 

University of Virginia $20.0 M  31 11.5% 

George Washington*  $8.6 M  72 21.5% 

William & Mary $2.9 M  135 12.0% 

Old Dominion  $2.5 M  141 1.9% 

Virginia Commonwealth  $1.3 M  184 11.7% 

James Madison $0.7 M  219 −3.9% 

CCI Total $90.7 M  10.3% 

    

National Leaders and Peers 
Research 
Spending 

National 
Rank 

 

JOHNS HOPKINS* $199.8 M 1  

GEORGIA TECH $164.6 M 3  

UNIVERSITY OF ILLINOIS $106.4 M 5  

UNIVERSITY OF MARYLAND $47.8 M 9  

* Johns Hopkins reported spending includes JHU Advanced Physics Laboratory  

The growth in research spending has been followed by an increase in bibliometric 

outputs by CCI faculty.9 In 2019, CCI faculty had 1,439 outputs published, primarily 

articles (551) and conference papers (775). From 2015 through 2019, annual output 

 

9 CCI faculty includes all 275 of 321 faculty engaged directly or indirectly in CCI research. 
Publications tracked by Virginia Tech using SciVal.  
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increased by 4%. In 2020, conference papers declined by 30%, likely a result of the 

cancellation of conferences due to the COVID-19 pandemic. See Figure 3-2. 

As seen in many emerging fields, the impact value of bibliometric data is limited in 

cybersecurity and related research. The field is fast moving and lacks a historic 

precedent or comparison. Traditional measures of impact such as citations often move 

more slowly than the pace of discovery, and alternative measures such as acceptance 

into top-tier conference proceedings may offer an alternative to continue to track the 

impact of knowledge generation at research institutions.10 

Figure 3-2: Journal Articles, Conference Papers, and Other Academic Outputs 
from CCI Faculty: 2015–2020 

 

 

Source: SciVal, Virginia Tech analysis of CCI research faculty  

From 2015 to 2020, CCI Universities including Virginia Tech, University of Virginia, 

George Mason, VCU, and Liberty were granted 182 patents in the field of electrical 

engineering, including a high of 48 in 2019. Patent output increased at an annual rate of 

18% from 2015 to 2019, with the largest share coming from Virginia Tech and University 

of Virginia as seen in Figure 3-3.  

 

10 McGowen, L., Stoica, A., & Leonchuk, O. (2018). Methodology for developing an alternative 
expert-opinion based bibliometric for emergent multidisciplinary fields. 
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Figure 3-3: Patents Granted to CCI Universities in Electrical Engineering Fields: 
2015-2020  

 

Source: USPTO  

Federal Procurement  

Demand for cybersecurity services from the federal government is growing quickly. In FY 

2020, the federal government reported over $922 million in procurement spending 

related to cybersecurity, an increase of 33% from FY 2019 and more than double the 

value in FY 2018 ($453 million).  

Virginia is a national leader in cybersecurity contracting: In FY 2020, vendors in Virginia 

captured over $212 million in cybersecurity contracts, ranking first in the nation and 

accounting for 23% of total federal spending in cybersecurity. This places Virginia ahead 

of the District of Columbia ($164 million), Maryland ($111 million), and California ($107 

million) and other national competitors including Florida, Colorado, and South Carolina. 

However, other states are emerging as competitors. As seen in Figure 3-4, competitors 

in the District of Columbia and Maryland captured a greater share of federal funding in 

FY 2020, with a total of $275 million, an increase from $180 million in FY 2019.  
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Figure 3-4: Value of Federal Procurement in Cybersecurity, by Primary State of 
Performance: FY 2018–2020 

 

Source: SAM.gov, Federal Procurement Data. Description of requirement in abstract includes 
“cybersecurity.”  

The largest federal contractors performing cybersecurity work in Virginia, as outlined in 

Table 3-2, include major consultancies, nonprofit research management firms, defense 

contractors, and specialized technology firms providing cybersecurity services to federal 

agencies.  
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Table 3-2: Top 25 Federal Vendors in Virginia in Cybersecurity: FY 2018–FY 2021  

Vendor Name  
Total Dollars 
Obligated: FY 2018–
FY 2021 

 Deloitte Consulting LLP $94.4 M 

 The Mitre Corporation  $77.6 M 

 Sekon Enterprise, Inc.  $44.0 M 

 Alpha-Omega Change Engineering, Inc.  $43.0 M 

 Jacobs Technology Inc.  $38.2 M 

 Booz Allen Hamilton Inc.  $35.7 M 

 Northrop Grumman Systems Corporation  $34.7 M 

 Synaptek Corporation  $22.6 M 

 Advanced Software Systems, Inc.  $21.1 M 

 Broadleaf, Inc.  $20.7 M 

 Guidehouse LLP $20.5 M 

 Simventions, Inc.  $19.5 M 

 BAE Systems Ordnance Systems Inc.  $14.6 M 

 22nd Century Technologies Inc.  $12.5 M 

 AT&T Corp.  $11.5 M 

 Vista Defense Technologies, LLC $11.2 M 

 Salient Federal-Sgis, Inc.  $9.7 M 

 B&M Consulting Group, Inc.  $8.9 M 

 Chenega Decision Sciences, LLC $8.6 M 

 Telesis Corporation  $8.5 M 

 ID Technologies, LLC $8.0 M 

 Securicon Limited Liability Company  $7.7 M 

 Caci Nss, Inc.  $7.3 M 

 Kms Solutions, LLC $7.2 M 

 MCI Communications Services Incorporated  $7.2 M 

Source: SAM.gov, Federal Procurement Data. Description of requirement in abstract includes 
“cybersecurity.”  

Partnerships with leading federal service providers can help CCI have impact by 

introducing researchers to private-sector firms, entering into agreements for industry-

supported research and technology transfer, and providing students with experiential 

learning opportunities.  

SBIR/STTR Funding  

Federal SBIR and STTR programs support small businesses engaging in federal R&D 

with the potential for commercialization. From 2015 through 2020, there were 234 

SBIR/STTR awards for cyber, 5G, and AI/ML projects in Virginia, and the rate of funding 

grew fourfold, from less than $8 million per year to over $36 million in 2020 (see Figure 

3-5). This increase outpaced Maryland and North Carolina over the same period.  
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Figure 3-5: Value of SBIR Awards with Cyber, 5G, or AI/ML in Abstract: 2015–
2020 

 

Source: U.S. Department of Commerce SBIR/STTR (https://www.sbir.gov/about).  

Defense research is the largest driver of SBIR/STTR activity in cyber in Virginia. Of the 

234 projects in cyber, 5G, and AI/ML in Virginia from 2015 through 2020, 191 were 

funded by the Department of Defense, including the Air Force, Army, Navy, Defense 

Advanced Research Projects Agency, Missile Defense Agency, National Guard, and 

Special Operations Command.  

Venture Capital and Start-up Activity  

CCI-related verticals (cyber, 5G, and AI/ML) are attractive to venture funders in Virginia. 

From 2018 through 2020, an average of 195 deals were reported annually to Pitchbook, 

of which 40 were companies related to cybersecurity, 5G, or AI/ML. The largest share of 

venture-backed companies is in Northern Virginia (Alexandria, Arlington, Chantilly, 

Fairfax, Falls Church, Herndon, Leesburg, McLean, Reston, Tysons Corner, Vienna), 

with additional companies in Blacksburg, Charlottesville, Richmond, and Virginia Beach.  

From 2015 through 2021 (Q2), scalable start-ups in CCI-related verticals raised nearly 

$1.7 billion in venture funding, accounting for 27% of the total value of venture deals in 

the state over that period. As seen in Figure 3-6, the quarterly average of venture 

funding reported in CCI-related verticals surpassed $107 million in Q2 of 2021, doubling 

in value since the end of 2019.  
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Figure 3-6: Quarterly Venture Capital Funding in Virginia: 2015–2021 Q2 

 

Source: Pitchbook. Deals reported as of June 2021. Limited to seed, early-stage, and late-stage 
venture rounds. 

Companies that are attracting large, late-stage venture deals include those in identity 

verification, detection, and response services; AI services for defense applications; 

phishing defense; threat management; and cloud-based security. Many companies are 

incorporating AI and ML to detect and respond to rapidly evolving cyber threats. Recent 

late-stage venture-backed companies include the following, with latest deal value and 

quarter:  

• ID.me, a provider of identity verification software: $100M, Q2 2021 

(https://www.id.me/)  

• QOMPLX, advanced detection and monitoring for cloud applications: $79M, Q1 

2019 (www.qomplx.com)  

• Expel, a detection and response service provider: $50M, Q2 2020 

(https://expel.io/)  

• Percipient AI, a provider of AI services for security applications: $50M, Q2 2021 

(https://percipient.ai/)  

• IronNet Cybersecurity, a provider of network detection and response services: 

$46M, Q2 2020 (https://www.ironnet.com/)  
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Workforce and Job Growth  

Virginia is home to the nation’s fifth largest workforce in computer and mathematical 

operations (behind California, Texas, New York, and Florida) and the second largest per 

capita (behind the District of Columbia). The Virginia Economic Development 

Partnership highlights the state as the second largest cybersecurity workforce in the 

United States and the leader in the eastern U.S. in tech jobs.  

Demand for the computer science and cyber workforce continues to grow. In mid-2021, 

EMSI estimated over 2,000 unique job postings statewide, a total that doubled since 

2017. The largest employers posting cybersecurity jobs were large federal contractors, 

as seen in Table 3-3.  

Table 3-3: Top Companies Posting Cybersecurity Jobs in Virginia: 2016–2021  

COMPANY UNIQUE POSTINGS MEDIAN DURATION 

Booz Allen Hamilton 2,031 50 days 

Leidos 1,459 43 days 

General Dynamics 1,212 44 days 

Mantech 872 46 days 

SAIC 817 42 days 

Caci International 614 58 days 

Source: EMSI 

Bachelor’s degrees remain the most common credential in cybersecurity job openings, 

and most postings (68%) asked for a bachelor’s degree, while 25% did not list education 

requirements and an additional 10% required a high school or associate’s degree. 

Because of the nature of the work done by Virginia-based cybersecurity companies, 

security clearances are frequently a requirement: approximately half of the postings 

required a Secret Clearance, Top Secret Compartmented Information Clearance, or a 

Top-Secret Clearance.  

The demand for jobs in computer systems (including cybersecurity and all computer 

systems jobs) is expected to continue to grow in Virginia, with an additional 15,000 jobs 

expected to be added in the state in the next decade. While Virginia remains the largest 

market in the east, competing states, including Maryland and North Carolina, are also 

projecting rapid growth in computer systems jobs, as seen in Figure 3-7.  
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Figure 3-7: Jobs in Computer Systems, by State: 2010–2031 (projected)  

 

Source: EMSI 

Information security analysts are one of the most common jobs in the cybersecurity 

industry, and the jobs are well paid. An information security analyst in Virginia earns a 

median annual salary of over $116,000 per year, over 2.5 times the median salary for a 

job in Virginia11 and above that of peer states such as North Carolina, Maryland, Texas, 

and Florida (see Table 3-4).  

Table 3-4: Employment and Wages for Information Security Analysts: Top 6 
States, 2020 

STATE TOTAL EMPLOYMENT MEDIAN ANNUAL PAY 
(2020) 

Virginia 16,160 $116,370 

Texas 13,410 $110,680 

California 10,470 $121,510 

Florida 7,600 $93,350 

Maryland 7,090 $106,290 

North Carolina 6,820 $100,780 

Source: BLS Occupational Employment and Wage Statistics. May 2020. SOC Code 15-1212 

 

11 The median annual pay for a job in Virginia in 2020 was $45,210, according to the BLS 
Occupation, Employment, and Wage Statistics (https://www.bls.gov/oes/current/oes_va.htm).  
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CCI is one of several programs in Virginia supporting the cybersecurity and computer 

science workforce (see Figure 3-8).  

• The Virginia Tech Talent Investment Program has approximately $2 billion over 

the next 20 years to support increasing the computer science workforce and 

filling 32,000 positions in the future.12  

• In Virginia, 23 higher education institutions are certified as National Security 

Agency (NSA)/Department of Homeland Security (DHS) Centers of Academic 

Excellence in either cyber defense or cyber operations, and a total of over 50 

institutions offer programs of study in cybersecurity. These include all the CCI 

member institutions.  

• Virginia Cyber Range grew from a 2016 initiative to boost Virginia’s resources for 

cybersecurity education.  

Figure 3-8: Higher Education Institutions in Virginia with Cybersecurity 
Programs and NSA/DHS Centers of Academic Excellence  

 

Source: Virginia Economic Development Partnership 
(https://www.vedp.org/industry/cybersecurity)  

 

12 Virginia’s Tech Talent Investment Program. (n.d.). https://www.vedp.org/sites/default/files/vedp-
media/key-
industries/TTIP%20Brochure/Tech%20Talent%20Investment%20Program%20%28TTIP%29%
20Brochure.pdf 

https://www.vedp.org/industry/cybersecurity
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Although cybersecurity is just one component of the large tech ecosystem in Virginia, it 

distinguishes the state from its peers and competitors. The tech workforce needs for the 

state are unique, with the large and growing demand for federal cybersecurity services 

driving a need for a skilled workforce with eligibility for security clearances and the 

qualifications to work on federal contracts.  

CCI’s Role in Supporting Cyber in Virginia  

CCI is a component of a fast-moving and resource-rich ecosystem for cyber in Virginia. 

Its activity in strengthening university collaborations and supporting innovative projects in 

research, commercialization, and workforce is part of Virginia’s rapidly evolving cyber 

economy. Over the 5 years before CCI, SBIR/STTR awards in cyber grew fourfold, and 

academic research spending and activity grew by an average annual rate of 10%, 

outpacing national growth and moving several Virginia universities into the top 25. 

During CCI’s lifespan to date from 2019 through 2021, the cyber economy in the United 

States and in Virginia accelerated quickly. National federal spending on cybersecurity 

doubled, and quarterly venture capital investments in cyber-, 5G-, and AI/ML-related 

companies in Virginia doubled.  

• Federal vendors in cybersecurity in Virginia are a critical asset as government 

demand for services continues to increase quickly. Virginia leads the nation in 

federal procurement in cybersecurity services, with over $210 million in annual 

contracts obligated in FY 2019 and in FY 2020. These firms can be important 

partners for collaborative research, experiential learning, and commercialization.  

• Companies in cybersecurity, 5G, and AI/ML in Virginia are increasingly attractive 

to venture funders, raising an average of over $100 million quarterly as of 2021. 

They include advanced detection and response services, security applications for 

defense and government, identity verification, and other applications and 

services.  

• Information security analysts are in high demand, with over 2,000 monthly 

openings reported as of mid-2021. Virginia’s universities and community colleges 

play an important role in filling these positions. Alongside CCI, statewide 

workforce programs, including the Tech Talent Investment Program, are devoting 

resources to filling that pipeline need.  

• The research profile of Virginia universities has grown at a rate outpacing 

national averages, but they are still small as individual institutions. CCI can serve 

as a valuable convener to help universities collaborate to elevate their research 

profile.  

CCI has the potential to play an important role in this ecosystem, as a forward-looking 

actor in providing research, commercialization, and workforce for R&D-intensive 

activities. Looking to the future, CCI’s impact on Virginia’s cyber ecosystem can be 

measured by:  
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• A continued increase in growth of research funding and research output from 

universities in Virginia, including papers, patents, and technology transfer 

agreements. Increased growth will rely on collaborative work to compete with 

large national leaders.  

• Increased transfer of new technologies from academic institutions to Virginia-

based companies, including a mix of major federal service providers and start-

ups offering new products and services.  

• Continued leadership in federal procurement for cybersecurity services by large 

companies in Virginia. This leadership will drive the growth of large companies in 

Virginia and the relocation of major firms as government demand for 

cybersecurity services continues to grow.  

• Ongoing growth in venture-backed companies in cyber, 5G, and AI/ML, currently 

attracting over $100 million quarterly in venture funding. As CCI research and 

commercialization activity begins to reach the market, growth in venture-backed 

companies can help diversify the profile of companies beyond cybersecurity 

service providers.  

• Placement of master’s and doctoral-level graduates into prominent research and 

industry positions. CCI can work with the Virginia Tech Talent Investment 

Program and other cyber workforce initiatives in the state to fill workforce needs 

for research-intensive positions requiring advanced degrees.  
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4. FY 2020 and FY 2021 Programmatic and 

Ecosystem Impacts 

In its 2 years of funding, CCI has formed a network of 321 faculty members at 21 

universities and colleges across the hub and four nodes. In its first year of operations 

(FY 2020), CCI had $20 million in state-appropriated funding, approximately $7.5 million 

in institutional match and cost share, and an estimated $40 million in external funds 

leveraged to support CCI.  

CCI Timeline and Current Hub and Node Operations 

CCI was established in 2018 and initiated in FY 2020, with the hub receiving its first 

infusion of funds in July 2019 and the nodes in February 2020, following their 

certification. In FY 2020, $10 million in funds were appropriated for the hub, with an 

additional $10 million for the nodes. The hub and nodes did not spend their entire 

allocation in FY 2020 due to the interruptions of the Covid-19 pandemic in March of 2020 

and the end of the Virginia fiscal year in June 2020. The funds were rolled over to FY 

2021.  

In FY 2021, a further $17.5 million was allocated from the commonwealth to CCI. Node 

funds were shared equally between the four nodes, with each node establishing its own 

governance structure and programs serving their geographical area and research focus. 

The planned timeline for the start-up of CCI’s hub, four nodes, and overall operations set 

out in the Commonwealth Cyber Initiative Blueprint is presented in Figure 4-1. This 

timeline was met, with the hub and all four nodes established in FY 2020 and fully 

staffed and operational in FY 2021.  

Figure 4-1: Node Certification and Funding Process in FY 2019–2020 
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The current operations of the hub and four nodes are presented in Table 4-1. In FY 

2021, CCI did not spend its entire allocation of funding, funding a total of $15 million of 

$17.5 million allocated. Program administrators attribute this lack of spending to delays 

related to the pandemic and have the funding slotted to be used in FY 2022. During FY 

2021, researchers leveraged $37 million in external funding, and CCI supported 16 

dedicated staff and a network of 321 PIs and collaborators across the Commonwealth.  

Table 4-1: Summary of CCI FY 2021 Operations  

 

Hub/Node 

CCI Funds 

Awarded 

Dedicated 

Staff Researchers 

External Research 

Funding Leveraged 

Hub $5.3 M 9 12 $7.1 M 

Central Virginia Node $2.3 M 2 111 $3.8 M 

Coastal Virginia Node $ 2.5 M  2 51 $12.3 M 

Northern Virginia Node $2.5 M 1 61 $7.0 M  

Southwest Virginia 

Node 
$2.5 M 2 73 $7.0 M 

Source: CCI. The full breakdown of CCI spending and leveraged funding can be found in the CCI 

FY 2021 annual report.  

Performance Indicators and Reporting  

The CCI hub and four nodes reported significant programmatic outcomes in FY 

2020 with even stronger programmatic outcomes in FY 2021.  

The hub and four nodes were established and operational in FY 2020 and made 

significant progress in implementing the core CCI programs in FY 2021. Unfortunately, 

the initial implementation period coincided with the COVID-19 pandemic, which 

significantly affected operations. Most of the core partner institutions transitioned into 

remote operations, and although research operations were able to be implemented and 

significant investments in faculty recruitment and support and research infrastructure 

were made, overall operations across the three focus research, workforce development, 

and innovation/commercialization domains were delayed. The area of workforce 

development was the most adversely effected, where the transition to remote learning 
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affected the ability to implement core CCI programs, deploy contracts/grants, and 

interact with students.  

Overall, the CCI hub and four nodes reported significant programmatic outcomes 

in fulfilling CCI’s vision and mission to serve as an engine for cybersecurity 

research, innovation, workforce development, and commercialization of 

technologies to establish Virginia as a global leader in cybersecurity.  

Selected CCI hub and node performance indicators are presented in Table 4-2, with the 

following core results. 

Research Performance Indicators 

• CCI funded 36 projects in FY 2020 and 88 projects in FY 2022, for a total of 124 

CCI projects over the first 2 years of the program. 

• The CCI hub and four nodes reported 172 externally funded projects in FY 2020 

and 112 externally funded projects in FY 2021, for a total of 284 external projects 

leveraged by CCI over the first 2 years of the program. 

• In FY 2020, CCI researchers leveraged over $40 million in external funding and 

in FY 2021 leveraged another $37 million in external grants. For every dollar 

spent by CCI, researchers leveraged an additional $2.32 in external funding 

over the first 2 years of the program.  

• In FY 2021, 321 PIs worked on CCI research or related projects, up from 236 in 

FY 2020. 

• To date, CCI-supported and partner faculty have produced more than 169 

publications. 

Workforce Development Program Indicators 

• In FY 2021, CCI supported 83 research scientists and graduate assistants, up 

from 32 in FY 2020. 

• In FY 2021, 92 students participated in CCI-related internships or experiential 

learning programs. 

• In FY 2021, 235 undergraduate students participated in CCI programs. 

Innovation/Commercialization Indicators 

• The CCI hub and four nodes have worked with 37 start-up or early-stage 

companies through direct investment or services.  

• CCI directly supported four start-ups:  

• LithoSilk—Central Virginia 

• Fend—Northern Virginia 
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• CyberRock—Northern Virginia 

• Hushmesh—Northern Virginia 

• CCI research activities generated seven intellectual property filings. 

• In FY 2021 the CCI hub and nodes reported 219 external partnerships with 

private-sector organizations, nonprofit organizations, and government agencies; 

up from 128 in FY 2020. 

Although it is still early in the implementation of CCI and the first year and a half of 

operations were adversely affected by the pandemic, it is clear from these programmatic 

performance indicators that CCI is beginning to have an impact in its three targeted 

programmatic domains of research, talent development, and 

innovation/commercialization. 

• Research activity produced strong initial results in FY 2020 and continued to 

grow in FY 2021. External leveraged funding remained consistent while 

publications and number of PIs, increased. This activity was the least affected by 

the pandemic interruptions, and researchers were able to continue to generate 

strong research results.  

• Reported impacts to workforce, experiential learning, and commercialization 

were limited in FY 2020 but grew in FY 2021 because of more established 

programs, better data reporting, and a restart of activities following the 

interruptions of the pandemic.  

These indicators offer early signals that CCI is supporting a strong portfolio of research 

and starting to generate impact on workforce, experiential learning, and 

commercialization. As CCI moves forward, tracking the medium- and long-term outputs 

and outcomes of these programs will show how they are strengthening Virginia’s cyber 

economy.   
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Table 4-2: CCI FY 20 and FY 21 Selected Performance Indicators  

 

METRICS REPORTED FY 2020 REPORTED FY 2021 REPORTED 

Research   

Number of CCI-funded projects 36 88 

Externally funded projects reported 172** 112* 

Value of externally funded projects $40M**  $37M*  

Number of publications 58 111 

Number of PIs and collaborators 236 321 

Workforce and Experiential Learning    

Number of research scientists and graduate 

assistants 
32 83 

Number of interns and participants in 

experiential learning programs  
- 92 

Number of undergraduate students supported - 235 

Commercialization   

New start-ups directly supported 3 1 

Start-ups supported through programming - 33 

Number of filings for IP 2 5 

Number of external partnerships 128 219 

* FY 2021 data reflect awards reported as of July 2021. Values only include projects awarded. 
Many external proposals submitted during FY 2021 are under review at time of publication.  

** Value of externally funded projects is an estimate based on data reported in the CCI FY 2020 
Annual Report and review of data from the offices of sponsored programs at select universities.  
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Ecosystem Impacts  

CCI, through its funding and its facilitation of research collaborations, is accelerating the 

innovation ecosystem for cybersecurity, 5G, and AI/ML in Virginia. As discussed below, 

innovation ecosystems bring human capital and knowledge creation to the market, 

driven by a culture of trust and collaboration. CCI’s role in that ecosystem is growing as 

it becomes more established in Virginia.  

Innovation Ecosystems  

An innovation ecosystem is a network of 

organizations and individuals with assets such as 

human creativity, business acumen, scientific 

discovery, and investment capital. These 

organizations and individuals come together to 

cultivate ideas so they can grow into vibrant 

enterprises and competitive industries that create 

positive societal and economic impacts. In today’s 

technology driven economy, these innovation-

driven industries create the greatest level of 

economic opportunities. Similar to a natural 

ecosystem in biology, a healthy innovation 

ecosystem is formed by the quality and frequency 

of the interactions of a community of individuals, 

companies, and institutions.13  

At a basic level, in a university-driven ecosystem 

model, like the one CCI is implementing, the member institutions generate human capital 

and create new knowledge in cyber technologies. This technology and talent are 

transferred to the market and commercialized by the Virginia business community to 

promote business growth and expansion and enhance Virginia’s competitive position in 

the global cybersecurity sector14. CCI’s hub and four nodes provide the organizational 

structure to both guide overall cybersecurity strategy development and facilitate, support, 

and strengthen collaboration between the Virginia cybersecurity industry cluster and 

public and private support institutions (see Figure 4-3). A logic model of CCI’s functional 

role in facilitating the strengthening, growth, and development of Virginia’s cybersecurity 

ecosystem is presented in Figure 4-4. CCI supports the strengthening of Virginia’s 

cybersecurity innovation ecosystem by funding programs in its three core areas: 

 

13 Hwang, Victor and Greg Horowitt. The Rainforest: How to Create the Next Silicon Valley. 
Regenwald, 2012.  
14 Ecosystem diagram adapted from RTI’s Philippines Innovation Ecosystem Assessment: 
https://stride.org.ph/wp-content/uploads/2020/09/2019_STRIDE-Philippines-Innovation-
Ecosystem-Assessment-Update_6.30.20.pdf  

Figure 4-2: Innovation Ecosystem 

 

Source: RTI 

https://stride.org.ph/wp-content/uploads/2020/09/2019_STRIDE-Philippines-Innovation-Ecosystem-Assessment-Update_6.30.20.pdf
https://stride.org.ph/wp-content/uploads/2020/09/2019_STRIDE-Philippines-Innovation-Ecosystem-Assessment-Update_6.30.20.pdf
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research, talent, and innovation/commercialization. CCI’s programs have the potential to 

move Virginia’s cybersecurity ecosystem forward through:  

• Increased Cybersecurity R&D Activities: Through direct funding of PIs 

across the 21 universities participating in CCI, support for faculty recruitment, 

and investment in research infrastructure. 

• Expanded Cybersecurity Talent Pipeline: Through investments in 

education and experiential learning programs to increase the number of high 

school students engaged in cybersecurity, direct support of cyber-related 

training programs, and the development of new curricula for cyber education. 

• Enhanced Commercialization of Cybersecurity Innovations: Through 

direct funding of commercialization support activities and programs in the hub 

and four nodes and member institutions.  

The long-term outcomes for CCI relative to its goal to propel Virginia’s cybersecurity 

ecosystem into a position of global leadership will be the long-term increases in the three 

areas: research, talent, and innovation/commercialization that drive the 

Commonwealth’s ecosystem. 

Global cybersecurity ecosystems  

To assess CCI’s impact on its goal to propel Virginia’s cybersecurity ecosystem into a 

position of global leadership, RTI compared CCI’s mission, structure, and programmatic 

offerings to the MIT/Global EPIC model of global cybersecurity ecosystem development. 

The 2021 Cybersecurity, Innovation and Regional Ecosystems: A Comparative Study 

report, a working paper prepared by MIT15 and Global EPIC,16 established a framework 

to examine the comparative characteristics of global cyber ecosystems.17 This working 

paper identifies that  

in order to realize the economic development opportunities associated 

with cybersecurity, there is also an opportunity to build specialized 

expertise in digital security, through investments in R&D that can drive 

“innovation capacity” in digital security, and through complementary 

investments in entrepreneurial start-ups and scale-ups that can provide 

much needed ‘entrepreneurial capacity. Together these two additional 

elements provide for potential comparative advantage in particular 

aspects of digital security, thus establishing security not simply as a “nice 

 

15 In 2019 MIT’s Innovation Initiative (MITii) co-hosted a workshop to examine clustering in 
cybersecurity and apply its innovation ecosystem model to cybersecurity. 
16 Global Epic is a network of 30 “Ecosystems in Partnership in Innovation and Cybersecurity” 
(https://globalEPIC.org). 
17 Global EPIC/MIT. (2021). Cybersecurity, innovation, and regional ecosystems: A comparative 
study. https://innovation.mit.edu/assets/MIT-GE-EPIC-final_April-2021_FINAL-2.pdf  
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to have” requirement but as a source of comparative advantage and 

regional/national economic growth. 

MIT applied its Innovation Systems approach 

to measuring innovation ecosystems to the 

cybersecurity innovation ecosystems of the 30 

Global EPIC members. In the MIT model, two 

capacities—Innovation Capacity (I-Cap) and 

Entrepreneurship Capacity (E-Cap)—are the 

twin engines of an innovation ecosystem. 

Building on foundational institutions (rules, 

practices, and norms), these two capacities 

drive the strength and impacts of an 

innovation ecosystem (Figure 4-3). 

CCI’s programmatic offerings are well aligned with the five core I-Cap and E-Cap inputs 

described in the Cybersecurity, Innovation and Regional Ecosystems: A Comparative 

Study report (Table 4-3): 

• Human Capital: CCI is focused on expanding Virginia’s cybersecurity talent pipeline 

(I-Cap) and linking this pipeline to the Commonwealth’s cybersecurity business and 

entrepreneurship base. This effort includes engagement with undergraduate 

students, research experiences for graduate students, and experiential learning 

programs with private-sector partners. CCI offers a research-focused experience for 

students that complements traditional academic programming supported by other 

initiatives in Virginia.  

• Funding: CCI is focused on improving Virginia’s already strong base of academic 

cybersecurity R&D (I-Cap) and linking this research to new CCI and existing Virginia 

entrepreneurial programs (E-Cap). CCI funding is seeding early-stage research and 

accelerating research into new areas in a fast-moving technology sector.  

• Infrastructure: CCI is investing in the expansion of Virginia’s academic 

cybersecurity research infrastructure, including the 5G test bed (I-Cap) in 

cooperation with start-up and business needs through its industry partners (E-Cap).  

• Demand and Culture and Incentives: Through the integrated management 

approach linking academic and industry cybersecurity leaders, CCI is increasing both 

local demand and linkages to support the strengthening of Virginia’s cybersecurity 

innovation ecosystem. This includes critical university–university collaborations that 

make Virginia’s academic research competitive with large national leaders.  

  

Figure 4-3: MIT Innovation Ecosystems Model 

I-Cap  E-Cap 

Human Capital  Human Capital 

Funding  Funding 

Infrastructure  Infrastructure 

Demand  Demand 

Deals & Incentives  Deals & Incentives 
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Table 4-3: CCI Alignment with MIT Cybersecurity Innovation Ecosystem Model 

Inputs I-Cap  E-Cap  CCI Programs  

Human Capital Computer/Cyber 
Education 

Entrepreneurial Talent 
Systems and Linkages 

Research and 
Workforce 
Programs 

Funding  Research funding Entrepreneurial/venture 
funding 

Innovation 
programs 

Infrastructure  Research space and 
specialized equipment 

IT/cyber investment Research 
infrastructure 

investment 

Demand Linkages between 
buyers and sellers 

Local Cybersecurity 
market size 

Linkages with 
business partners 

Culture and 
Incentives 

Quality of research 
institutions 

Business and 
entrepreneurial climate 

Integrated research, 
workforce, and 

innovation strategy 

 

A key finding of the Cybersecurity, Innovation and Regional Ecosystems: A Comparative 

Study Report is the role of stakeholders and champions in ecosystem development. The 

MIT model places stakeholders at the center of its model of innovation ecosystems and 

emphasizes the need for regional “champions” who bring together the wider stakeholder 

network. In addition to its critical funding and programmatic role, CCI is playing this 

essential role in supporting the cybersecurity innovation ecosystem in Virginia. The CCI 

hub and four nodes are serving as state and regional champions and are bringing 

together the diverse academic, educational, government, and industry stakeholders. 

By serving as a Commonwealth and regional-level champion and bringing together the 

core academic, private-sector, and government stakeholders in an integrated and well-

funded sector development strategy, CCI is playing an essential leadership role in 

supporting the development of Virginia’s cybersecurity innovation ecosystem at both the 

state and regional levels. 
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Impacts Relative to the CCI Blueprint 

The 2019 Commonwealth Cyber Initiative Blueprint set out near-term goals for the 

program. As presented in Table 4-4, as of the end of FY 2021, CCI is on track to meet 

the research-focused goals established in the CCI Blueprint for FY 2021. CCI has met or 

exceeded the goals for faculty participation, scholarly output, and competitive research 

funding. It has met the goal for companies launched but has not yet collected sufficient 

data on the growth of cyber-focused degrees.  

Table 4-4: CCI Blueprint Targets and Selected FY 2021 Performance Indicators   

CCI Implementation Targets 
FY 2022 

Goal 

Selected FY 2021 

CCI Programmatic 

Inputs/Outcomes 

Faculty participating across network Δ 25 321 

Annual scholarly publications across network Δ 100 111 

Annual competitive research expenditures 

across network 
$10 million 

$37 M 

Leveraged funding 

reported in FY 2021 

Cumulative companies launched Δ 3 4 

Annual degree production in cyber-focused 

degrees 
Δ 150 - 

 

Interviewees noted that the COVID-19 pandemic and resulting shocks to higher 

education had the largest effect on students in academic and experiential learning 

programs. While research was able to continue throughout the pandemic, student 

programs were delayed, cancelled, or moved to virtual learning. Programs picked up late 

in FY 2021, and administrators expect a large increase in FY 2022.  
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Impact of Investments, Cost Share, and External Funding  

RTI prepared an analysis of the economic impacts associated with the core CCI and 

leveraged programmatic funding for FY 2020 and FY 2021. Because CCI is still a 

relatively new program, with only 2 fiscal years of operations, data on the related 

programmatic outcomes in terms of outcomes such as companies formed based on CCI 

research and commercialization, companies recruited, or jobs created for or filled by 

CCI-supported students are limited. As a result, this analysis assesses only the impacts 

of two CCI-related spending streams: 

1) CCI research and programmatic spending and 

2) External research or related grants leveraged by CCI’s hub and four nodes. 

Future economic impact analyses will include related programmatic impact measures 

such as the employment of companies formed based on CCI-developed technologies. In 

preparing this analysis, RTI used the IMPLAN model for the Commonwealth of Virginia 

to estimate the job, labor income (which includes salaries, benefits, and all related forms 

of labor income), value-added (comparable to gross state product); output (revenues), 

and estimated state and local government revenues associated with CCI’s spending 

activities.18 The results of this analysis are discussed below. 

FY 2020 Economic Activity  

CCI’s core programmatic and leveraged funding in FY 2020 of $55 million directly 

supported an estimated 237 jobs. These direct impacts supported an additional 143 jobs 

and $26 million in economic activity in terms of indirect impacts through the local 

purchases made to support CCI’s operational spending and 161 jobs and $26 million in 

induced impacts resulting from the increase in local incomes attributable to CCI 

operational and leveraged spending for a total of 541 jobs, earning an estimated $41 

million in labor income and $107 million in Virginia economic activity supported by CCI’s 

FY 2020 activities (Table 4-5). These activities generated an estimated $3.5 million in 

combined state and local government revenues, including an estimated $1.9 million in 

Commonwealth of Virginia revenues.19  

 

18 See Appendix D for a description of the economic impact measurement methodology used. It is 
important to note that this analysis does not adjust for the issue that Virginia appropriations to 
CCI could be used for other purposes or that at least some portion of leveraged funds may have 
been awarded to Virginia institutions even in the absence of CCI. Thus, this analysis measures 
the economic activity supported by CCI and its leveraged funds, not the true economic impacts of 
this spending. 
19 The IMPLAN model estimates aggregated state and local government revenues. These were 
decomposed into their estimated state and local government revenue shares based on data from 
the U.S. Bureau of the Census government finances data for Virginia. 
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Table 4-5: Economic Activity Supported by CCI in Virginia: FY 2020 

 Jobs 
Labor 

Income 
Value Add Output 

State and Local 

Government 

Revenues 

Direct 237 $23 M $30 M $55 M $1.2 M 

Indirect 143 $10 M $15 M $26 M $0.9 M 

Induced 161 $8 M $15 M $26 M $1.5 M 

Total 541 $41 M $60 M $107 M $3.5 M 

Source: IMPLAN, RTI analysis of FY 2020 CCI spending data 

 

FY 2021 Economic Activity  

CCI’s core programmatic and leveraged funding of $52 million directly supported an 

estimated 207 jobs. These direct impacts supported an additional 137 jobs and $25 

million in economic activity in terms of indirect impacts through the local purchases 

made to support CCI’s operational spending and 150 jobs and $24 million in induced 

impacts resulting from the increase in local incomes attributable to CCI operational and 

leveraged spending for a total of 494 jobs, earning an estimated $39 million in labor 

income and $101 million in Virginia economic activity supported by CCI’s FY 2021 

activities (Table 4-6). These activities generated an estimated $3.2 million in combined 

state and local government revenues, including an estimated $1.8 million in 

Commonwealth of Virginia revenues.  

Table 4-6: Economic Activity Supported by CCI in Virginia: FY 2021 

 Jobs 
Labor 

Income 
Value Add Output 

State and Local 

Government 

Revenues 

Direct 207 $21 M $28 M $52 M $1.0 M 

Indirect 137 $10 M $14 M $25 M $0.8 M 

Induced 150 $8 M $14 M $24 M $1.4 M 

Total 494 $39 M $56 M $101 M $3.3 M 

Source: IMPLAN, RTI analysis of FY 2021 CCI spending data 
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Summary and Conclusions  

The goal of CCI is to propel Virginia’s cybersecurity ecosystem into a position of global 

leadership through targeted investments in research, talent development, and 

innovation/commercialization. CCI has facilitated important collaborations and 

accelerated the pace of research in the state. Although its workforce and 

commercialization activities were affected by the COVID-19 pandemic, CCI has 

demonstrated significant early success. In FY 2020 and FY 2021, CCI: 

• Established its core hub and four regional node operational structure and is now 

serving the entire Commonwealth. 

• Deployed over $13 million in programmatic funding each year, alongside external 

research funding totaling an estimated $40 million in FY 2020 and reported $37 

million in FY 2021.  

• Supported or attracted 284 projects with external funding from federal, state, 

nongovernment, and private-sector funders.  

• Is engaging with more than 321 (FY 2021) PIs, faculty, and related research 

personnel in all regions of Virginia. 

• Directly supported four start-up companies and interacted with more than 33 

early-stage companies through programming. The number of companies 

participating in programming is expected to increase in FY 2022 because many 

programs were delayed due to the pandemic.  

• Resulted in five reported patent filings. 

• Attracted the support of a reported 219 industry partners. 

• Generated 169 publications. 

In its first 2 years of operation, CCI has accelerated the pace of cyber-related academic 

research in Virginia. While CCI’s talent generation and technology commercialization 

activities were curtailed during the global pandemic, CCI has accelerated the pace of 

research through direct and leveraged funding and played its most important role in 

supporting new and expanded collaborations across the 21 member institutions. This 

collaboration is essential because, although Virginia has a strong cyber ecosystem, its 

individual research universities do not have the scale or density of activity to compete 

with large national leaders, thus making collaboration essential. By forming strong 

relationships between academic institutions and with the private sector, CCI strengthens 

both the cybersecurity research and talent development pipeline essential to placing 

Virginia’s cybersecurity innovation ecosystem at the forefront of activity globally.  
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5. Findings and Recommendations 

In its first 2 years, CCI has established itself and built its operational structure to meet 

most of the goals established in its blueprint. It is serving a central role as a seed fund 

for early-stage researchers, supporting a network of collaborators across the state, and 

positioning Virginia’s cyber economy to remain competitive in the future. It has met or 

exceeded its goal metrics related to research by building a large statewide network of 

researchers, facilitating collaborations, leveraging external funding, and accelerating the 

pace of knowledge discovery. The early indicators show that CCI researchers have been 

successful in traditional academic metrics including leveraged grant funding, 

publications, research collaborations, and graduate students supported.  

Although CCI has been successful in tracking and quantifying key performance 

indicators and outputs of research projects, impacts related to workforce and 

commercialization programs are more difficult to calculate at this stage for two primary 

reasons. First, these types of programs have a longer time horizon for impact as 

graduates enter the workforce and new commercial products enter the market. These 

programs were delayed by the pandemic and challenges related to the funding 

structures. Second, the data reporting structure is insufficient to capture the medium- 

and long-term impacts of these programs. As CCI looks forward, it will be important to 

capture not only the key performance indicators of individual projects in the year they are 

funded, but also the long-term effects on the performance of researchers, technologies, 

and graduates.  

Findings  

CCI is operating in a fast-moving and competitive cyber economy in Virginia, 

driven by increasing federal demand for cybersecurity services.  

From 2018 through 2020, federal spending on cybersecurity contracts doubled to nearly 

$1 billion with the largest share going to companies based in Virginia, a national leader 

in cybersecurity services. The rapid acceleration of cybersecurity needs is demanding a 

skilled workforce and leading to a high number of unfilled positions in Virginia and 

nationwide. CCI can support Virginia’s cybersecurity economy in the short term by 

forming successful research collaborations with companies in the cyber ecosystem, 

providing opportunities for internships and experiential learning, and facilitating instances 

to transfer technology to the private sector. These efforts will contribute to the long-term 

competitiveness of the tech economy in Virginia.  

CCI has accelerated knowledge discovery, and CCI faculty are successfully 

attracting external funding.  
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CCI-supported researchers unanimously agreed that their CCI funding allowed them to 

accelerate the pace of research and push their work into new technologies such as AI 

for early detection of cyberattacks, smart cities technologies, 5G and 6G wireless, and 

security for defense applications. This funding has served as a seed to push their 

research forward and, in many cases, pursue larger grants. CCI researchers are 

successfully leveraging funding, with over $37 million in grants in FY 2021, but the data 

do not allow us to assess the degree to which the funding is directly attributable to CCI. 

Many CCI researchers had a steady stream of external awards before CCI, while early 

career researchers are using CCI to springboard their careers.  

Ongoing data collection that tracks the research trajectory of PIs pre- and post-CCI 

award can provide insight into the change in research funding and outputs that can be 

attributed to CCI.  

The cross-university collaborations formed by CCI put Virginia’s universities in a 

competitive position to accelerate the pace of research activity.  

Although Virginia’s research universities have accelerated their research spending by an 

annual rate of over 10% and moved up in national rankings for computer science R&D 

activity over the past decade, they do not yet have the scale or density to compete with 

national leaders such as Georgia Tech and the University of Illinois. CCI has facilitated 

cross-university collaborations and provided resources for statewide teams to pursue 

new areas of research and win external grants. PIs, faculty, and CCI collaborators 

agreed that CCI’s greatest impact in the first 2 years has been in its network and its most 

impactful projects have been those that are collaborative and strategic.  

In the future, a continued rate of growth in research collaborations and research funding 

will show the degree to which CCI’s collaborative partnerships are increasing the ability 

to win external grants and continue to accelerate the pace of growth.  

Workforce and commercialization impacts are not yet well captured by CCI, but 

programs are accelerating in FY 2021, and effective data collection can 

demonstrate impact.  

In FY 2021, CCI reported a total of 409 undergraduates, graduate students, and 

research assistants, an increase from 32 in FY 2020. This increase is partially due to 

more complete data reporting and partially due to workforce and experiential learning 

programs getting underway in the second year of the program, with the delays of the 

pandemic. Over the next 2 years of CCI, tracking the progress of the students who are 

engaged in the program through courses, experiential learning, internships, research 

experience, cyber camps, and other activities will be important. Effective data collection 

can show how those students’ career trajectories are affected by CCI and how CCI is 

working to expand and diversify the cyber workforce. Similarly, a reported 34 start-up 

companies were supported by CCI programs in 2021, and their trajectory over the next 

few years will show how CCI is generating wide economic impact.  
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There is a high potential for long-term impacts of research in cybersecurity, 5G, 

and AI/ML to strengthen critical sectors in Virginia (defense, government 

contracting, maritime) and diversify the state’s tech sector. 

Increasing funding for research, federal contracting, and venture capital toward 

cybersecurity, AI/ML, and 5G indicates that the market demand for the technology areas 

where CCI is focused is strong. These applications have direct benefits to key sectors in 

Virginia, including defense, government services, and maritime, where cybersecurity is 

increasingly important and the frequency and cost of cyberattacks continue to grow. In 

the near term, CCI research can help strengthen the state’s critical tech sectors, and in 

the long term, it can help diversify the state’s economy into new areas such as 

autonomy, cyber-physical systems, commercial cybersecurity, and 5G and AI/ML for 

other applications.  

A digital data reporting system will allow CCI to track medium- and long-term 

impacts more efficiently and more accurately.  

CCI’s current data collection meets the needs of fulfilling its reporting requirements and 

gathering high-level data on how CCI is performing relative to the benchmarks set in the 

blueprint, but it is insufficient to track the economic impact of CCI at this stage. Over the 

medium to long term, CCI will want to measure its impact by the degree to which outputs 

and outcomes are changing relative to how they were performing before CCI. This type 

of analysis would include increases in research activity, commercialization, and 

workforce outcomes in Virginia over the next 5 to 10 years. As noted in Section 2, cyber 

activity in Virginia was accelerating rapidly before CCI, with research activity, federal 

contracting, and start-up activity growing in the period from 2017 through 2020.  

In the future, a digital data reporting tool will allow for faster reporting and better 

quantification of CCI’s impact over time. These data will include how PIs are increasing 

their funding and research output following their CCI awards, how supported start-up 

companies are growing and performing in the market, how research breakthroughs are 

translating into commercially viable products and services, and how CCI graduates are 

supporting the workforce in the state.  

Summary 

In summary, CCI has had a positive impact in catalyzing research and building 

collaborations across the Commonwealth (see Table 5-1). It is working in a fast-growth 

environment where cybersecurity, 5G, and AI/ML technologies are evolving quickly and 

demanding cutting-edge research and skilled human capital. CCI is building the 

networks needed to increase Virginia’s competitiveness not only in cybersecurity 

services but also in new, emerging technology areas. CCI has established itself in its 

first 2 years and despite the COVID-19 pandemic has been able to meet its goals for 

research activity and is moving toward its goals in innovation, commercialization, and 
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workforce. Improved data reporting in the future will help quantify those impacts and help 

CCI better understand its role in Virginia’s cyber ecosystem.  

Table 5-1: Summary Impacts to the Cyber Economy in Virginia  

CCI Impact Summary 

Impact on the innovation ecosystem in 
Virginia 

CCI has had the strongest impact on knowledge discovery, 
infrastructure, and culture. CCI has facilitated 
collaborations and accelerated the pace of cyber research.  

CCI’s impact on the ability of Virginia 
researchers to attract external funding 
for research, innovation, experiential 
learning, and workforce development 
projects 

CCI researchers successfully leveraged approximately $40 
million in annual external funding in FY 2020 and $37 
million in FY 2021. CCI faculty with established research 
portfolios were able to accelerate and scale existing 
programs, while early-career faculty were able to use CCI 
funds to seed and jumpstart new lines of research. 

CCI’s impact (increase or decrease) on 
the commercialization of cybersecurity 
research and intellectual property 
developed at a network university 

In Year 2 of the program, it is too early to tell how CCI has 
affected commercialization of intellectual property. In FY 
2021, five patent filings were reported as a result of CCI 
research.  

CCI’s impact (increase or decrease) on 
cybersecurity-related start-ups or 
entrepreneurial initiatives 

In FY 2021, the Northern Virginia Node reported three 
start-ups directly supported and 33 start-ups served 
through its ICAP program. The Central Virginia Node 
directly supported one start-up in FY 2021. The Coastal 
and Southwest Nodes are supporting start-up-related 
initiatives but are not yet collecting data on them.  

CCI’s impact (positive or negative) on 
the employment opportunities and 
permanent employment of Virginia 
university and community college 
cybersecurity-related degree 
graduates (undergraduate, graduate, 
and doctoral) in the private sector and 
state or federal government sectors.  

In Year 2 of the program, it is too early to gauge this 
impact. In FY 2021, CCI reported supporting 235 
undergraduate students, 92 interns, and 83 graduate 
students. Continued tracking of their employment 
outcomes can offer insight into how CCI-supported 
students perform in the workforce in Virginia.  

CCI’s impact on cybersecurity firms’ 
investment in the Commonwealth, to 
include headquarters or major office 
locations within the state. 

In Year 2 of the program, it is too early to determine this 
impact. Tracking data from the Virginia Economic 
Development Partnership can follow the trajectory of 
cybersecurity firms and investments in the Commonwealth 
(https://www.vedp.org/industry/cybersecurity).  

CCI’s impact on the diversity of 
students being prepared for cyber 
careers. 

Early reports from the Northern and Coastal Virginia Nodes 
show an increase in women and underrepresented 
minorities in cyber participating in academic and 
experiential learning programs, but current data collection 

https://www.vedp.org/industry/cybersecurity
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is insufficient. Future tracking of gender, race/ethnicity, 
veteran status, and other student demographic information 
can inform this metric.  

Measures of other forms of impact, 
such as social or cultural, not captured 
above. 

External to CCI, there is heightened awareness and 
demand for cybersecurity from the government and private 
sector, driving an increased need for technologies and 
skilled professionals.  

 

Future Data Collection and Reporting  

At the end of FY 2021, CCI is established and operational, with its hub and nodes 

staffed and implementing projects across the three program areas. CCI’s hub and nodes 

reported 88 funded projects with data at the end of FY 2021 and additional projects 

coming online in summer 2021, which will report findings in FY 2022. As the program 

grows and expands, using a digital monitoring tool to track performance of projects over 

time will be critical, including but not limited to the following metrics:  

• CCI funding and institutional match  

• Participants and collaborators, other academic partners  

• Research breakthroughs, technology areas  

• Leveraged funding, sources of funding 

• Publications in journals, conference proceedings  

• Intellectual property disclosures, patent filings, patents granted, technology 

transfer agreements  

• Start-up and spinoff companies supported 

• Students supported  

• Private-sector partners20  

A database built on a relational architecture will allow projects to be tracked over time 

and connected with PIs, universities, private-sector partners, and funders as well as 

track outputs in the short term and allow for impact evaluation over the long term. Future 

analysis can use real-time data analytics tools, text analytics, and network analysis and 

link with external sources such as USPTO, bibliometrics, venture capital data, economic 

development announcements, and others to track ongoing impacts of projects and easily 

 

20 See Appendix B for a full format for faculty reporting forms and detailed data.  
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follow up with PIs and project leads in the future. This information can help us answer 

the following questions:  

• How has the research trajectory of a PI changed pre- and post-CCI award? Has 

there been an increase in research collaborations, funding, outputs, or 

publications?  

• How are inventions supported by CCI entering the market as commercial 

products through technology transfer agreements?  

• How are start-up and spinoff companies attracting venture capital, increasing 

sales, or hiring new staff in Virginia?  

RTI developed the UpdateTracker for the National Institutes of Health (NIH) 

(https://www.techupdatetracker.org), which is a secure data portal for collecting and 

platform for managing and analyzing technology tracking/commercialization data from 

the National Heart, Lung, and Blood Institute (NHLBI) funded projects. This portal 

provides authorized Center/hub users a simple method of submitting standardized data, 

on-demand, which facilitates accurate, rapid, and robust reporting. NIH users have 

access through this platform to live technology tracking and commercialization data 

analysis, reports, and project-level data. The ultimate purpose of this portal is to maintain 

up-to-date data while maximizing data quality, visibility and transparency, and the ease 

of submitting technology tracking data.  

https://www.techupdatetracker.org/


Commonwealth Cyber Initiative Economic Impact Assessment 

 

48 August 2021 

  

Appendixes  

A. Data Sources and Methods  

Background and Baseline  

NSF Higher Education R&D Survey Table 38: Total and federally financed higher 

education R&D expenditures in the computer and information sciences, ranked by FY 

2019 total: FYs 2016–2019 (https://ncses.nsf.gov/pubs/nsf21314#data-tables) 

Data Bank Contract Data (FPDS) from SAM.gov. Start date 1/1/2018–7/16/2021, 

Principal Place of Performance state, Description of Requirement ID contains 

“cybersecurity” (https://sam.gov/reports/awards/standard)  

SBIR/STTR Award Data (https://www.sbir.gov/sbirsearch/award/all)  

Pitchbook – Private Equity, Venture Capital, and M&E Database (https://pitchbook.com/)  

EMSI (https://www.economicmodeling.com/)  

BLS Occupational Employment and Wage Statistics (https://www.bls.gov/oes/)  

USPTO PatentsView (https://patentsview.org/)  

Virginia Tech analysis of SciVal reporting on 275 faculty associated with CCI 

(https://www.scival.com/landing)  

Performance Data  

Virginia CCI FY 2020 Annual Report  

Virginia Tech Office of Sponsored Programs: 2019–2020 Research Funding Data  

Virginia CCI FY 2021 Annual Node Reports:  

• Southwest VA 

• Northern VA 

• Central VA 

• Coastal VA 

Virginia CCI FY 2021 Hub Faculty Fellow Reports  

  

https://ncses.nsf.gov/pubs/nsf21314#data-tables
https://sam.gov/reports/awards/standard
https://www.sbir.gov/sbirsearch/award/all
https://pitchbook.com/
https://www.economicmodeling.com/
https://www.bls.gov/oes/
https://patentsview.org/
https://www.scival.com/landing
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B. Faculty and PI Reporting Forms  

 

 

 

Faculty & Research Report: Name of Faculty Member or Principal Investigator 

(PI) 

Faculty Report Date: December ____  June _____  20___  

PI Report Date:  December _______ June ______ 20___ 

Initiative/Project Title: Name of Project, Program, or Initiative 

 

 

CCI Funded Amount: Total funding from CCI  

 

 

Institutional Match: If applicable, funding from institution  

 

 

1. Lay Summary: 250 Words 

Describe the project, including objectives, impact, and results, to a general 
audience. 

 

 

Participants: Please list the individuals directly supported (PI, Co-PI, grad students, 

undergrad students, staff, industry, and government partner participants) working on the 

initiative 

Project Participants (PIs, Co-PIs, students, staff, others)  

Name Title Home Institution Project Role 
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 2. Project Focus (check all that apply): 

 ___ Research  

 ___ Innovation / Commercialization of IP 

 ___ Workforce Development / Job Creation 

 

3. Breakthroughs 

Identify any research, innovation, or workforce development breakthroughs (i.e., findings 

and conclusions, inventions, other milestones) as a result of the project, program, or 

initiative. Please be specific and provide a summary paragraph and tables or figures that 

summarize data and findings for EACH major result of the research or program. e.g., 

describe in brief paragraph the algorithm developed or new technique developed.  

Please review original proposal and be sure to demonstrate progress against original 

objectives of the proposal. New accomplishments associated with the research not 

originally outlined in the original proposal should also be included. All research that 

relates to the CCI project should be included to demonstrate the broader impact of the 

original investment. 

 

 

4. External Research Grants Supported: 

Please list any proposals for funding and funding received from external sources 
(government, industry, philanthropy, etc.) with a period of performance starting in the 
fiscal year of this report, and that leverage the investments made by the Commonwealth 
in CCI. 

Information on External Research Grants Supported 

Funding Agency Project Title Period of 

Performance 

Funding amount Status (proposed, 

pending, won, lost)  
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5. Results of Research  

Please list any Peer-reviewed publications (in prep, submitted, published), white papers, 

and reports that reflect any research findings, training manuals or formal users or 

training materials, that are tied or related to the investment in CCI. 

Outputs of Research  

Title Type of 

Publication 

(e.g., Journal, 

conference, 

manual, white 

paper) 

Status (in 

preparation, 

submitted, 

published)  

Where submitted, 

published, or located 

by link on web or 

other 

Date of 

publication 

or most 

recent 

update  

Co-authors 

      

      

      

 

6. Results of innovation, commercialization, and/or entrepreneurship 

activities  

If your program has generated any intellectual property as a result of research or 
innovation programming, please list any intellectual property produced as a result of the 
project. Has it resulted in any Technology Commercialization Activity (i.e., I.P. 
disclosures, patents, licensing agreements)?  

Intellectual Property/Technology Commercialization Activities 

Title 

Status (select one or more)  
Annual 

licensing 

revenue (if 

applicable)  
IP 

Disclosure 

Patent filed 

or pending 
Patent License 

           

           

           

           

 

If your project supports start-ups, please provide a list of Supported Start-up or Spin-off 
Companies and relevant information related to their status, fundraising, and size where 
applicable.  
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Spinoff Companies   

Company Name Description Location Status  Employment 

Venture 

capital 

attracted? 

(yes/no)  

 

Additional 

notes  

            

            

            

            

 

Have any of the companies listed attracted venture capital? Yes ☐ No ☐ 

If yes, please list and company and amount:  

Venture Funding Raised by Companies  

Company Funding Round Value Date Notes  

     

 

Have any of the companies listed attracted federal contracts? Yes ☐ No ☐ 

g) If yes, please list company and amount:  

 

Federal Contracts Won by Companies 

Company Contracting 

Agency 

Value Date Notes  

     

     

     

 

Have any of the companies listed received Federal Small Business Innovation Research 

(SBIR) or Small Businesses Technology Transfer (STTR) grant awards? Yes ☐ No ☐ 

If yes, please list company, project, and amount:  
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SBIR/STTR Awards Won by Companies 

Company Title of 

SBIR/STTR 

Project  

Value Date Notes  

     

     

     

 

7. Results of workforce programming 

If your project is workforce development or experiential learning, pleas describe 

any involvement in experiential learning, training, internships, and other 

workforce development activities 

 

 

Please escribe the results of your workforce development activities including 

experiential learning programs. This should include the number of students 

served at the high school, community college, university, or postgraduate level as 

well as certificates and/or degrees awarded.  

Enrollment of participants in workforce program 

  Number of Participants/Enrollment  Completions  

Title of Program, 

opportunity, event, 

training, 

workshops, etc.  

High 

School 

Community 

College 

4-Year College 

or University 

Certificates 

Awarded 

Degrees 

Granted 

            

            

            

            

      

 

Do you collect any demographic information on Workforce Training and experiential 
learning programs participants? If so, please provide: 
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Do you track placements of program completers? If so, please provide any information 
on long-term outcomes for participants in workforce programs:  

 

 

8. Collaborative partnerships and projects 

Please describe any collaborative partnerships with external institutions and list 

collaborators in the tables below.  

 

 

Organizations: Other organizations involved as partners 

Collaborating Organizations 

Name Type of organization Location Partner Contribution 

    

    

    

 

Collaborators or Contacts: Other collaborators or contacts involved 

Collaborating Individuals  

Name Title Home institution Collaborator Role 

    

    

    

 

9. Additional economic outcomes 

Identify any industry investment/production, entrepreneurs supported, start-ups 

created, jobs created, Venture Capital interest/investment, and any other 

economic impact (not listed above) on the Commonwealth and the nation. 
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10. News releases, articles, announcements, interviews, podcasts, media 

about the work 

List any news releases, articles, announcements, podcasts, reports, video, or other 

media directly related to your project. Please provide a link where available.  

News releases, articles, announcements, interviews, or related media  

Date Type (press release, 

announcement, 

interview, podcast, 

report, video, other 

media)  

Title Link 

    

    

    

    

    

    

    

    

 

11. Additional Information 

Any other information not captured above you feel is useful to appreciate the contribution 

and impact achieved in CCI, through this project. 
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C. Interview Questions and Interviewees  

Interview Questions for Faculty Fellows  

1. Briefly describe your CCI-supported project.  

2. How is your CCI research grant similar to and/or different than your other 

research in the cybersecurity area? Has your CCI grant supported the research 

you are currently working on, or has it allowed you to pursue a new area?  

3. How does the CCI grant help address key challenges to pursuing larger, 

competitive research grants or research in new areas? 

a. Provided seed funding to generate data for larger grants 

b. Enabled collaboration with another institution/faculty member with 

expertise 

c. Provided dedicated graduate student time 

d. Supported collaboration with industry or government partner 

4. Has your work enabled you to pursue subsequent grant proposals or additional 

funding? Have you been able to win other grants concurrently with or following 

your CCI grant? Please provide details.  

5. What types of outputs are you currently tracking for this work? This may include 

papers submitted, new intellectual property developed, new collaborations, 

students supported.  

6. If your project is workforce development or experiential learning, how many 

students have been supported by this work? What do you see as the key results 

of the programming?  

7. If your project is innovation and commercialization, are there outputs you can 

track related to impact, such as new businesses formed, venture capital raised, 

etc.?  

8. Without your CCI funding, how would the trajectory of your work have been 

different?  

9. What advice do you have for us and for CCI as it looks to maximize impact over 

the next two years?  

10. Is there anything else we should know that we have not yet asked?  

  



Commonwealth Cyber Initiative Economic Impact Assessment 

 

57 August 2021 

Faculty Fellows Interviewed  

Dr. Hong-Yi Wu, Old Dominion University 

Dr. Kevin Heaslip, Virginia Tech 

Dr. Jeff Pittges, Radford University 

Dr. Jack Davidson, University of Virginia 

Dr. Milos Manic, Virginia Commonwealth University 

Dr. Sachin Shetty, Old Dominion University 

Dr. Yeng-Hung (Frank) Hu, Norfolk State University 

Dr. Kai Zeng, George Mason University 

Additional Interviews  

Travis Hite, University of Virginia, CCI CVN 

Dr. Laurel Miner, Virginia Tech 

Connie Stovall, Virginia Tech 

Dr. Sherif Abdulwahed, Virginia Commonwealth University 

Mike Ihrig, MI Technical Solutions 

Daniel Bowden, Sentara 

Tracy Gregorio, G2Ops 

Dr. Liza Wilson Durant, George Mason University, CCI NoVA 

Dr. Erdem Topsakal, Virginia Commonwealth University, CCI CVN 

Jen Allen, Virginia Commonwealth University, CCI CVN 

Dr. Brian Payne, Old Dominion University, CCI CoVA 

John Costanzo, Old Dominion University, CCI CoVA 

Dr. Gretchen Matthews, Virginia Tech, CCI SWVA 

Machelle Hall, Virginia Tech, CCI SWVA 
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D. Economic Impact Methodology 

The economic activity generated in a city, county, region, or state is greater than the 

simple total of spending associated with the event or activity being studied. This is 

because as this money is earned, it is, in turn, spent, earned, and re-spent by other 

businesses and workers in the local economy through successive cycles of spending, 

earning, and spending. However, the spending in each successive cycle is less than in 

the preceding cycle because a certain portion of spending “leaks” out of the economy in 

each round of spending. Leakages occur through purchases of goods or services from 

outside of the region and federal taxation. RTI used the IMPLAN input/output (I/O) model 

for the Commonwealth of Virginia for this analysis. The IMPLAN I/O multipliers used in 

this analysis capture the effects of these multiple rounds of spending. This analysis 

focused on five measures of economic impact:  

• Output. The total value of production or sales in all industries.  

• Value-added. The difference between an industry’s or establishment’s total output 

and the cost of its intermediate inputs, it is a value akin to gross state product. 

• Employment. The total number of full- and part-time jobs in all industries.  

• Labor income. The wages and salaries, including benefits, and other labor income 

earned by the workers holding the jobs created. 

• State and local government revenues. The fiscal benefits accruing to both state 

and local governments in Virginia as a result of the direct and multiplier impacts 

associated with CCI’s core programmatic and externally leveraged spending. The 

revenues accruing to the Commonwealth of Virginia were estimated based on the 

detailed IMPLAN estimated state and local government revenues, with each element 

decomposed into its estimated state and local government share based on data from 

the U.S. Bureau of the Census government finances data for Virginia. 

The input to the IMPLAN modeling for CCI’s core programs was the core programmatic 

and externally leveraged funding in each fiscal year. Four measures of the economic 

and fiscal impacts of CCI’s core programmatic and externally leveraged funding are 

presented in this report: 

• Direct effects. The change in economic activity being analyzed—in this case, the 

CCI funded and externally leveraged research and programmatic funding for FY 

2020 and FY 2021.  

• Indirect effects. The changes in interindustry purchases, for example, the purchase 

of research materials by a university or start-up company. 

• Induced effects. The changes in spending from households as income and 

population increase due to changes in production. 

• Total effects. The combined total of direct, indirect, and induced effects. 


