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EXECUTIVE SUMMARY

The rapid growth of unmanned aircraft systems (UAS) has introduced both opportunities and challenges
across the Commonwealth of Virginia. While UAS enable innovation, they also raise concerns about the
potential misuse and the impact on aviation safety and national security.

To better understand these dynamics, the Virginia Innovation Partnership Corporation (VIPC) sponsored
a comprehensive study of UAS activity throughout the Commonwealth. Over an eight-month period,
UAS detection sensors were deployed to six locations throughout Virginia using purposeful sampling to
capture an array of various location types.

Cumulatively, researchers identified 468 distinct UAS platforms that performed 1,361 individual flights.
Flight frequency was generally correlated with platform count, with a mean platform usage of 1-3 flights
per platform. Most platforms operated only during one calendar month. However, certain commercial-
grade platforms with unique capabilities, such as thermal imaging and real-time kinematics (RTK)—often
used for surveying—were flown with greater frequency. Notably, more than half of the detected flights
exceeded FAA 400-foot altitude limitations, raising potential concerns about elevated collision risk with
manned aircraft and overall airspace safety.

Spatial analysis revealed that most UAS flight activity occurred near residential neighborhoods and
commercial centers. Activity was also noted near sensitive sites, such as correctional institutions,
aerodromes, and other critical infrastructure locations. Temporal analysis showed relatively consistent
operational patterns across weekdays, with activity generally occurring during daylight hours. Flight
durations were extremely short, with more than half lasting less than one minute.

The study highlights both risks and opportunities. While evidence shows a number of historical safety
and security incidents, this is juxtaposed against indications of commercial UAS entrepreneurship,
innovation, and development.

The authors recommend further reinforcement of UAS activity monitoring, particularly near sensitive
sites, such as correctional institutions, critical infrastructure, and aerodromes. Liaison with the Federal
Aviation Administration’s (FAA) Law Enforcement Assistance Program is recommended to enable
effective enforcement of UAS regulations. Finally, continued refinement of legal and policy frameworks
is also suggested to support a balanced approach to managing safety and security challenges while
continuing to encourage innovation and strengthen Virginia’s position as a hub for UAS industry growth.

BACKGROUND

Introduction

Unmanned Aircraft Systems (UAS)—colloquially referred to as “drones—have rapidly proliferated across
the United States in applications supporting commercial, public safety, government, and recreation. The
Federal Aviation Administration (FAA) predicts that the recreational UAS fleet will grow about 0.7%
annually to more than 1.9M platforms in 2029, with commercial applications increasing approximately
4.1% annually to nearly 1.2M (FAA, 2025). The thriving UAS industry has created both opportunities and
challenges for federal agencies, state governments, and local communities.



Problem

While drones have enriched several aspects of society, they come with unique social challenges.
Clueless and careless flyers threaten the safety of aircraft operating in the National Airspace System
(NAS), present emerging challenges to the security of critical infrastructure, and potentially enhance risk
to people and property on the ground. Similarly, enterprising criminal use of unmanned aircraft place
public safety at risk through their novel use to deliver narcotics and contraband into correctional
institutions; conduct illicit surveillance, stalking, or harassment; and in some cases, even equipage with
weapons or explosives.

Purpose
To improve understanding of these potential risks, the VIPC commissioned a comprehensive study of
UAS activity within the state of Virginia. For more than eight months, VIPC contracted with a UAS
security company to deploy fixed- and mobile-UAS detection devices at select locations throughout
Virginia to detect UAS operations. In this report, the authors consolidate, analyze, and interpret
collected UAS detection data to codify the state of UAS activity within the Commonwealth. Primary
objectives of this study include:

e Identify temporal patterns of UAS flight behavior

e Evaluate operational profiles and characteristics of UAS activity

e Assess indicators of UAS operator compliance with UAS regulation and other legal restrictions

e Determine how observed UAS activity impacts sensitive locations, such as aerodromes or

critical infrastructure
e Other empirically supported observations that inform the development of UAS policy

CURRENT LANDSCAPE

UAS Pilots in Virginia
As of 2025, Virginia was home to 12,537 FAA-certificated Remote Pilots, with year-over-year growth
trends relatively matching national growth trends (see Figure 1).



Remote Pilot Certificates (2018-2024)
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Figure 1. FAA Remote Pilot Certificates (Virginia, 2018-2023)

According to the latest FAA records published in 2023 Q3, 25,714 small Unmanned Aircraft Systems
(sUAS) are registered within the state, including 11,481 Part 107 (commercial) sUAS and 14,233 Part
44809 (recreational) sUAS (FAA, 2023a).

To aid the agency in assessing and forecasting UAS operations, the FAA conducts an annual survey of
registered UAS operators. Using population-weighed estimation techniques, the FAA estimates that as
of 2023, Virginia saw a cumulative 386,871 annual non-recreational UAS flights, which included 354,243
flights by Virginia-registered UAS and 32,628 flights from out-of-state operators (FAA, 2023b).
Recreational operations were slightly higher, with an estimated total of 536,637 annual UAS flights
within the Commonwealth, which included 499,533 flights by Virginia-registered UAS and 37,104 out-of-
state operations (FAA, 2023b).

UAS Sighting Reports

UAS sighting reports by pilots, air traffic controllers, law enforcement, and others have been collected
by the FAA since November 2014. UAS sighting reports serve as an indication of potentially unsafe UAS
operations. Virginia had recorded accumulative 349 such occurrences from late 2014 to mid-2025 (see
Figure 2). From January to June 2025, at least 13 sighting reports were recorded within the
Commonwealth of Virginia (Scallon & Wallace, 2025).
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Figure 2. UAS Sighting Reports, Virginia (2014Q4-2024Q3)

Generally, the extent of UAS sighting reports is loosely correlated with population centers. Similarly,
urban areas typically correspond with the preponderance of registered UAS and licensed UAS operators.

The authors note that UAS sighting reports are based on the perception of the reporter that a UAS poses
a safety risk or is operating in a manner that threatens public safety. Several human factors studies on



the subject clearly identify the limitations of human perception in accurately detecting, assessing, and
reporting such events. In-flight pilot visibility studies suggest UAS are unlikely to be spotted due to a
multitude of factors, including: pilot focus, operational distractions, obstructions, lack of relative
movement, contrast, and other related issues. In the absence of alternative or contravening data,
however, the authors are forced to conclude that UAS sighting reports do provide one barometer of the
state of safety within the NAS, but caution that such data should be interpreted contextually.

Open-Source Reports of Virginia Drone Incidents

In addition to empirical UAS data, several examples of anecdotal data highlight potential risk areas
involving either clueless, careless, or criminal use of UAS.

Flights Impacting Military & National Security Installations

e Inlate 2024, Virginia law enforcement officials reported several suspicious sightings over several
military bases and national security facilities located in Stafford, King George, and Spotsylvania
counties. Located outside of Washington, D.C., these locations are home to elements of the
Marine Corps Headquarters, FBI Academy, Naval Criminal Investigative Service, and Naval
research facilities for long-range missile testing and development (Nascimbeni, 2024). A follow-
up of the incident in 2025 failed to shed light on the incident, noting that in spite of receiving
more than 150 tips about drone activity, the Virginia State Police Homeland Security Division
was unable to discover further information about these sightings (WDBJ, 2025).

e In 2024, the Pentagon verified reports that a number of unauthorized UAS flights occurred over
Langley AFB over a 17-day period in December 2023. Langley AFB is the home station for the Air
Force’s fleet of F-22 Raptors (Mitchell, 2024). According to a separate report by the Wall Street
Journal, the flights also incurred upon several Naval facilities, including Naval Station Norfolk
(Lubold et al., 2024).

e InJanuary 2024, a Chinese national was arrested under suspicion of taking photos at the
Newport News Shipyard and BAE Systems facilities—areas involved in the development of
sensitive aircraft carriers, nuclear submarines, and other national security technology. The
individual allegedly flew the drone during inclement weather, crashing it into a tree. The
unusual situation prompted a local citizen to photograph and report the incident to authorities
(Pearson, 2024).

Flights Impacting Public Safety, First Responders, & Correctional Facilities

e InJuly 2019, a Virginia man flew a UAS near a Salem Fire Station, reportedly “buzzing” a
gathering of public safety workers, who had to dodge the device. The drone would fly inside the
department garage housing the emergency vehicles, where it would crash into a pole. The
operator would later plead guilty to operating an unregistered UAS (U.S. Attorney’s Office,
2021).

e In August 2019, officials at the Buckingham Correctional Center in Dillwyn, Virginia, discovered
an abandoned drone on prison property. The drone was allegedly carrying a cellular phone,
several SIM cards, and narcotics (Zinn, 2021).

e In March 2021, officials reported incidents of sUAS flying above the Augusta Correctional Center
in Craigsville, Virginia. Correctional officers spotted three sUAS flying above the prison facility
over the course of several days. Officials initiated a lockdown of the prison during the incident
and conducted a search for potential contraband, of which none was found.
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In November 2021, a medevac helicopter was forced to initiate aggressive evasive maneuvers to
avoid hitting a drone while transporting a patient to UVA Medical Center. According to pilot
reports, the drone was operating well above the legal limit within a mile and a half of the
helipad during the hours of darkness (Cleary, 2021).

In November 2021, two men were arrested in connection with an alleged plot to use a drone to
transport contraband into the Lawrenceville Correctional Center in Brunswick County, Virginia.
“The suspects matched the description of persons previously identified and suspected of
delivering contraband into the correctional facility” (Covil, 2021, p. 1). This incident followed a
September 2021 incident at Lawrence Correctional Center in which a suspect attempted to use a
drone to conduct a contraband delivery into the facility, but inadvertently dropped the package
over an adjacent schoolyard. The package contained several pounds of marijuana, tobacco,
cellular phones, and a cell charger (Roberts, 2021).

mpacting Airport/Aviation Safety

In July 2022, a drone flying near Ronald Reagan Washington National Airport (DCA) caused a
brief, 45-minute shutdown of operations at one of the capital city’s busiest airports. The ground
stop resulted in approximately 144 flight delays and 10 flight cancellations (Snyder, 2022).

In a 2020 incident, a Rockingham County woman recounted recurring drone flights over her
rural farm. She described how the drone caused her to stop participating in normal activities,
such as grocery shopping. Trying to stop the drone from peering into her home, the woman
covered the windows with blankets and sheets. With the help of drone detection data collected
from a contracted counter-drone company, the agency eventually charged a Rockingham
County businessman with stalking, trespassing, and spying. He would later plead guilty to six of
the eight counts and served probation (Staley, 2024).

In March 2021, a Woodbridge, Virginia woman reported spotting a drone outside her bedroom
window, as she was getting dressed. Near midnight, the 18-year-old spotted a drone, equipped
with a camera, and a nearby man with a controller. When spotted, the man fled the area
(Mitchell, 2021).

In July 2025, a 35-year-old Virginia man was charged with firing several shots at a drone flying
over his property in The Plains. The operator was allegedly using the drone in an attempt to
locate a lost dog (Kosmas & Barnard, 2025).

Productive Applications of Drones in Virginia

The authors emphasize that in spite of the notable number of recorded drone incidents recorded in
Virginia, the unmanned aircraft industry has also brought several opportunities to the Commonwealth.

Several

examples are highlighted:

In 2023, MITRE, a federally-funded research and development center, opened a national
experimentation range in Orange Virginia focused on small UAS integration and security
applications (Department of Homeland Security, 2025; MITRE, 2023).

In 2023, Virginia was selected to receive a Department of Transportation (DOT) Strengthening
Mobility and Revolutionizing Transportation (SMART) grant to develop and test drone delivery
of critical medical supplies along Virginia’s Eastern Shore (“Virginia,” 2023).

In 2025, Christiansburg launched a collaboration with DoorDash and Wing to provide fast food
delivery service for Wendy’s (Mayhood, 2025).



e Virginia is home to a growing number of thriving UAS businesses, including: DroneUp, a
commercial drone-delivery service provider for Walmart; Daniel H. Wagner Associates, an
analytics and software solutions company; and Hush Aerospace, a UAS development and
manufacturing company (Hughes, 2023).

e Collaboration between defense contractor Raytheon, the Longbow Group, and NASA’s Langley
Research Center is collaboratively working at facilities within the Commonwealth to evaluate
the integration of advanced air mobility platforms in the NAS (Hughes, 2023).

e Virginia serves as the home station for several military investments in UAS. In 2022, the US Navy
opened the Training and Logistics Support Activity to support military sUAS training at Joint
Expeditionary Base Little Creek-Fort Story (Naval Technology, 2022).

e Virginia is home to the Mid-Atlantic Aviation Partnership (MAAP), a FAA-designated UAS test
site for UAS research and development. The facility leverages collaborations with academic,
federal, state, and local government, industry members, and other stakeholders to advance
research to promote safe integration of UAS into the National Airspace System (MAAP, 2025).

METHODOLOGY

This study employed an exploratory methodology, with purposeful sampling. One permanent UAS
detection sensor was deployed at a building in Richmond, Virginia, and the second mobile UAS detection
sensor was moved to various locations around the state to record UAS activity. Sampling locations were
selected based on a combination of factors, including: notable public events, areas with perceived
elevated UAS activity, and other areas of sponsor interest.

Data Collection Instrumentation

Data collection was facilitated using DJI’s Aeroscope device. According to DJI (2025b), “Aeroscope is a
comprehensive drone detection platform that rapidly identifies UAS communication links, gathering
information such as flight status, paths, and other information in real time” (p. 1). DJI (2025a) describes
Aeroscope functionality, explaining

It listens to the radio connection between a drone and its remote controller...when a drone is
turned on anywhere within range of Aeroscope’s powerful antennas, authorities can see a live
view of its location, altitude, speed, and direction — as wella s where the drone pilot is located,
and what the drone’s serial number is. (p. 1)

Assumptions & Limitations

The following assumptions and limitations applied to this project:
e According to DJI (2025b), under ideal conditions, Aeroscope can monitor UAS at a range of up to
50 km (~27 NM)
e Aeroscope detection is generally limited to DJI-manufactured platforms (AeroDefense, n.d.).
Non-DJI platforms are unable to be detected using this data collection method.
o Effective Aeroscope UAS tracking requires that the UAS has a stable GPS signal lock
(AeroDefense, n.d.)



e Although spoofing is technically possible, it is unlikely to be encountered on a routine basis in
domestic, civil non-conflict zones.

e All radio frequency-based UAS detection methods can be adversely affected by a multitude of
additional factors, including but not limited to: line of sight, terrain/obstructions,
signal/spectrum interference, signal propagation issues, signal shielding, detection sensor faults,
and related factors.

e Radio frequency errors, GNSS failures, and other equipment faults, and may result in empty or
incomplete data transmission packets. In most cases, these data are filtered or removed prior to
data analysis.

e Aeroscope data is subject to geospatial error, generally attributable to GNSS inaccuracies.

RESULTS

Data were collected from October 23, 2023, to July 2, 2024, using two UAS detection sensors. Table 1

shows the UAS detection sensor deployment locations and sampling dates.

Table 1. UAS Detection Locations

Sensor Location City Dates
Roanoke-Blacksburg Regional Airport Roanoke, VA Oct 23, 2023-Nov 13, 2023
Virginia Tech Blacksburg, VA Nov 13, 2023-Dec 8, 2023
Langley AFB Hampton, VA Dec 8, 2023-Jan 8§, 2024

Hampton Roads Executive Airport
Huntington-Ingalls Newport News Shipyard
Apple Blossom Festival

Arlington

Norfolk

Newport News/Williamsburg Int’l Airport
*Sensor Out of Service

Rockbridge County

Chesapeake, VA
Newport News, VA
Winchester, VA
Arlington, VA
Norfolk, VA
Newport News, VA
Sterling, VA
Lexington, VA

Jan 8, 2024-Mar 6, 2024
Mar 6, 2024-Apr 16, 2024
Apr 16, 2024-May 4, 2024
May 4, 2024-May 30, 2024
May 30, 2024-Jun 20, 2024
Jun 20, 2024-Jul 2, 2024
Effective Jul 2, 2024
*Sensor Not Available

During the detection period, sensors detected 1,361 distinct UAS flights originating from 468 UAS
platforms. Figure 3 shows monthly detection activity for both UAS platforms and flight frequency. Data
variability is likely influenced by detection location rather than temporal or seasonal factors. Itis
notable that flight frequency has a strong, positive correlation with the number of detected platforms (r
=.90).
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Figure 3. UAS Platforms & Flights by Calendar Month (2024)

UAS activity was detected in six distinct areas, including Cape Charles, Newport News, Norfolk,
Richmond, Roanoke, and Winchester (see Figure 4). The number of detected platforms varied from a
low of 4 in Cape Charles to a maximum of 205 in Norfolk. The frequency of flight activity was heavily
related to platform count, with flights ranging from a high of 606 in Norfolk to a low of 17 in Cape

Charles.
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Figure 4. UAS Platforms & Flights by Location

Descriptive Analysis of UAS Operations
A visual depiction of flight telemetry is provided for each sampled location. Flight paths are color-coded

by UAS model.



Cape Charles showed very limited UAS activity, primarily concentrated around the western coastline and
Arlington near Long’s Pond Inlet (see Figure 5). This location corresponds with a residential
neighborhood and likely reflects recreational activity.

Cape Charles

Figure 5. UAS Activity, Cape Charles, VA

The Newport News area recorded a number of interesting UAS flights, primarily along the James River
coastline and Hampton Roads Inlet (see Figure 6). Flight activity was observed near the Fort Monroe
National Monument, likely taking imagery or video of the historic fort. Some disjointed telemetry was
observed near the Hampton Roads Bridge Tunnel, which appeared to align with surveying activity.
Additional flights were spotted near Hampton University; however, it was not possible to discern their
purpose. A number of flights appeared near the King-Lincoln Park Fishing Pier and along Jefferson Ave
near industrial boat moorages. Additional flights, believed to be additional educational activity, were
noted near Victory School in Poquoson. The majority of the remainder of the UAS activity was generally
associated with residential areas.
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Figure 6. UAS Activity, Newport News/Hampton, VA

The Norfolk area had several concentrations of UAS activity (see Figure 7). Several flights were
performed at the Hampton Roads Executive Airport, which presents some concern for nearby aviation
safety. The authors note, however, that it was not possible to assess the approval status of these flights,
so it is possible, however unlikely, that these flights were conducted in accordance with FAA rules.
There appeared to be surveying activity associated with an Amazon facility and other warehouse
structures in the southwest. Photography or survey activity of one or more transmitter towers was also
located in the same area. Additional surveying took place near a Walmart Supercenter further east.
Additional activity was detected near Joliff Middle School, which likely represents student educational
activities. Several flight concentrations were noted near residential neighborhoods throughout the area.

Flights were also observed in the Portsmouth Olde Downtown Historic District near the Portsmouth
Lightship Museum and marina areas. Several flights originated along the Elizabeth River; however, the
flight patterns did not provide adequate information to assess their purpose or intent. Overall, the
Norfolk area appears to show a good distribution of both recreational and commercial UAS activity.
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Figure 7. UAS Activity, Norfolk, VA

More activity was detected in the Richmond area, with concentrations in the residential Lakeside area to
the north, and residential and commercial areas of Dumbarton to the west (see Figure 8). Activity was
also noted around the periphery of the Lakeside Country Club. Limited activity was also observed near
Hermitage High School, which may reflect student educational or after-school club activities.
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Roanoke had a disproportionately large number of UAS flights relative to its population. Flight activity
was noted throughout the Roanoke area, with concentrations noted in residential, commercial, and
industrial areas (see Figure 9). The majority of flights did not have discernible telemetry patterns, and
were likely to represent recreational operations, particularly when carried out in residential
neighborhoods. Pockets of surveying and photography were noted in various areas along the Interstate
81 corridor. Some flight activities were noted near the Interstate 581-81 interchange northwest of the
Roanoke-Blacksburg Regional Airport; however, activity did not appear to impinge on runway approach
paths.
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UAS activity in the Winchester area was relatively limited in quantity, with several short flights noted in
various locations throughout the city (see Figure 10). One flight was noted taking place at the
Winchester Regional Airport, near the terminal area. Additional flights were observed near Tudor
Square and the downtown area.
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UAS Activity in Proximity to Structures & Sensitive Locations

The authors leveraged the Federal Emergency Management Agency [FEMA] (2022) USA Structures
database to codify the general flight locations for all detected UAS activity. Produced by Oak Ridge
National Laboratory, this dataset contains comprehensive geospatial information for structures larger
than 450 square feet (FEMA, 2022). A geospatial proximity analysis was performed to identify structures
nearest to UAS flight operations. Results are presented in Figure 11. The preponderance of flights was
noted near residential, single-family dwellings (n = 537, 39.5%), unclassified areas (n = 169, 12.4%), retail
trade areas (n = 156, 11.5%), and multi-family dwellings (n = 98, 7.2%). These findings relatively align
with other UAS detection studies, including Wallace et al. (2024) and Wallace et al. (2025).
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Figure 11. UAS Flight Proximity to Structures

The authors also evaluated the distance of UAS flights relative to known correctional facility locations by
using a U.S. Geological Survey (USGS, n.d.) map of prisons and correctional institutions. Results are
presented in Figure 12. Approximately 82.7% (n = 1126) were outside of one nautical mile from
correctional facility boundaries. For those UAS flights within one nautical mile, 26 occurred within 0.25
NM; 56 within 0.50 NM; 78 within 0.75 NM; and 75 within 1.0 NM. Figure 13 highlights an example of
UAS flight offset distances from one facility, Portsmouth City Jail. The authors were unable to determine
if detected UAS operations were authorized or operated by law enforcement or public safety agencies.
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Figure 12. Distance of UAS Flights to Correctional Institutions (NM)

To evaluate UAS activity near aerodromes, the authors evaluated UAS proximity to the Runway Ends
Database (DOT, 2025). This dataset contains a point layer identifying the endpoint of each respective



airport runway, as well as points for other aerodrome types, such as seaplane bases, balloon ports, and
heliports (DOT, 2025).

The authors performed a vector analysis using a distance matrix in Quantum Geographic Information
System (QGIS) to evaluate the three nearest aerodrome locations to each UAS flight. Results are
presented in Figure 14. The majority of UAS flights were conducted between 0.6 NM and 1.2 NM from
aerodromes. Generally, UAS flights were flown closer to heliports than airport runways. This finding
was previously identified in research by Wallace et al. (2025), and is likely due to the lack of conspicuity
of heliports in urbanized environments.
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Figure 14. Distribution of UAS Flights in Proximity to Aerodromes by Type (3 Nearest, .1 NM intervals)

Operational Characteristics of Detected UAS Platforms & Flights

Leveraging collected telemetry data as well as other supporting datasets, the authors evaluated the
operational characteristics of detected UAS activity.

During the study, the authors identified 468 distinct UAS platforms, determined by the drone’s unique
digital serial number. The distribution of detected UAS models is presented in Figure 15.
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Figure 15. Detected UAS Platforms by Model

The authors employed a stringing procedure designed to connect telemetry paths originating from the
same UAS platform. This reduces the potential for overestimating the number of operations or flights
performed by each respective platform. The authors identified 1,361 distinct UAS flights performed
among the sampled models (see Figure 16). Generally, the distribution of flights closely aligns with a
relativistic proportion to the number of detected platforms at a ratio of between 2-3 flights per
platform. A few models deviated from this trend, showing a disproportionately higher number of flights
per platform, including the Phantom 4 RTK (12.5); Matrice 30 (8.2); Matrice 300 RTK (6.4); Mavic
3E/3T/3M (6.2); and Avata 2 (5.9). These platforms are generally associated with commercial/non-
recreational operations, which may account for this finding.
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Figure 16. Distribution of Fleet Census vs. Flight Count by Model

The authors further assessed the flight frequency of individual platform serial numbers. The number of
detected flights ranged from a low of 1 to a high of up to 41 flights (see Figure 17). More than two-
thirds of platforms were only flown once during the sampling period (n = 66.9%). Table 2 shows the
platform models with the highest numbers of flights detected during the study.
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Figure 17. Flight Frequency by UAS Platform



Table 2. Highest Frequency Flights by Serial Number & Platform

Drone Type Flights
Mavic 3E/3T/3M 41
Matrice 30 33
Mavic 3E/3T/3M 29
Mini 2 SE 24
M300 RTK 22
FPV Drone 19
Avata 2 18
Unknown Model 1 17
Phantom 4 Pro V2.0 15
Mini 4 Pro 14
M300 RTK 14
Phantom 4 RTK 13
Phantom 4 RTK 12
Avata 2 12
Mavic Air 2 12

The majority of UAS flight activity is extremely short in length, with most flights lasting less than one
minute in duration (n = 55.5%). Results are presented in Figure 18.
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Figure 18. Distribution of UAS Flight Durations

The authors assessed the maximum altitude of each UAS flight (see Figure 19). Approximately 47.8% of
flights were operated at maximum altitudes of less than 400 feet AGL. This leaves more than half of the



detected flights operating at altitudes in excess of 400 feet AGL. Approximately 580 flights (n = 42.6%)
were operated at maximum altitudes above 500 feet AGL, which can elevate the potential risk of a
collision with manned aircraft. The authors caveat that terrain elevation and building heights were not
assessed during this analysis, which could potentially affect these findings.
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Figure 19. Distribution of UAS Maximum Flight Altitudes

The authors evaluated the operational flight patterns to determine when operators fly. Detection data
shows a relatively equal distribution of flight activity across all weekdays, with a slight elevation on
Wednesdays (see Figure 20). The authors are unable to explain this unusual peak. This may be due to
local factors or variability from inadequate sampling.
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Figure 20. Number of UAS Flights by Weekday



The timing of UAS flights was also evaluated, based on the initial, local detection time. Results are
presented in Figure 21. Findings revealed that UAS flight operations slowly ramped up during daytime
hours, peaking in the late afternoon, and diminishing quickly into the nighttime hours. Flights carried
out during late-night hours were relatively minimal.
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Figure 21. Distribution of UAS Flights by Hour of Day (Local)

Detected flights were specifically assessed in relation to local sunrise, sunset, and civil twilight times to
evaluate the distribution of flights carried out during hours of darkness (see Figure 22). Approximately
85.3% of detected flights (n = 1161) were carried out during daylight hours. Forty flights (n = 2.9%) were
operated between midnight and morning civil twilight; less than 1.0% were operated during morning
civil twilight; 36 flights (n = 2.6%) were flown during evening civil twilight; and 112 flights (n = 8.2%) at
nighttime from the end of evening civil twilight to midnight.
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CONCLUSIONS

A comprehensive analysis of the data and findings of this study supports the following overarching
conclusions:

UAS operations throughout Virginia are active and diverse: detection data show evidence of
both significant levels of recreational and non-recreational/commercial activity. The research
team identified several diverse mission sets, including: surveying, vertical infrastructure
inspection, aerial photography, and education/training flight activity,

Most UAS operations suggest predominantly recreational operations: At least 635 UAS flights
(n = 46.7%) originated within residential areas, which suggests likely recreational activity. This
finding is further supported by generally erratic, undiscernible flight telemetry patterns.
Sensitive locations are subjected to routine UAS exposure: Some sensitive locations, such as
correctional facilities, are subject to routine, proximate UAS activity. The dataset showed that at
least 26 UAS flights (n = 1.9%) were operated within less than a quarter nautical mile from
correctional facilities. While the authors were unable to identify malicious activity near these
installations, such as contraband delivery or surveillance, adjacent UAS activity further
complicates facility security. This finding supports the deployment of permanent UAS detection
capabilities.

Evidence suggests regulatory exceedances: While most UAS operations adhered to restrictions
contained in 14 CFR §107 or 49 USC §44809, data show strong evidence of regulatory
exceedances. At least 711 detected UAS flights (n = 52.2%) were found to be operating above
400 feet AGL. Nearly 82% of UAS exceeding 400 feet penetrated above 500 feet AGL—generally
associated with low-level aircraft operations within the NAS. Approximately 428 UAS flights (n =
31.4%) were detected above 1,000 feet AGL. This data highlights not only potential regulatory
violations but also suggests elevating risk to manned aircraft within the NAS.

A small number of platforms account for disproportionately high activity: Small platforms
dominated UAS operations within the sample areas. While most UAS platforms only operated
just a handful of times, some platforms show much higher utilization patterns. These platforms
include the Phantom 4 RTK, Matrice 30, Matrice 300 RTK, Mavic 3E/3T/3M, and Avata 2. The
authors assess that these platforms are more likely than other detected platforms to have a
clear commercial function, which helps to explain their disproportional flight activity.

Virginia faces both opportunities and risks: Both empirical and anecdotal data presented in this
study suggest mixed conditions for Virginia. UAS detection data shows relatively strong UAS
activity, suggesting generalized popular embracement of UAS technology. High levels of UAS
utilization may provide Virginia with significant benefits in recruiting seasoned employees who
are experienced in UAS operations. Alternatively, the sheer extent of detected UAS activity
coupled with evidence of non-compliance suggests the Commonwealth may also experience
social challenges that arise with widespread UAS adoption and use. The authors caution public
officials, regulators, and policymakers to be wary of balancing potential opportunities in this
space with risk controls to ensure adequate levels of public safety and security.

RECOMMENDATIONS

Based on the results and conclusions of this study, the authors recommend the following:

Reinforcement of Airspace Monitoring Capabilities: As indicated by UAS activity data, UAS
detection data reveals routine and concerning UAS activity at several locations near



aerodromes, correctional institutions, and other critical infrastructure. The authors suggest
airport directors, critical infrastructure operators, and public safety professionals to: 1) Evaluate
potential risks and consequences associated with unmonitored UAS in their areas of
responsibility; 2) Assess the feasibility of implementing permanent UAS monitoring solutions;
and, 3) Determine how UAS detection capabilities will be integrated within existing safety and
security infrastructure to provide effective monitoring, UAS threat detection, incident response,
and overall risk mitigation.

Integrate Enforcement Efforts via FAA Law Enforcement Assistance Program (LEAP): Effective
UAS risk mitigation is contingent on the ability to detect, track, identify potential threats,
respond, and enforce existing laws and regulations. According to FAA (2022), LEAP supports
“regulatory enforcement actions and, as appropriate, provide aviation-related support to law
enforcement agencies seeking criminal prosecution...” (p. 1). The authors recommend that
affected agencies and organizations liaise with FAA (2022) LEAP agents to develop
comprehensive procedures that enable effective LEAP coordination and ultimate enforcement
of FAA regulation.

Refinement of Legal & Policy Frameworks: Additional efforts are also recommended to
educate law enforcement, investigators, forensic analysts, prosecutors, judges, and other
stakeholders on how to leverage UAS detection data within the criminal prosecution
architecture.

Further Research & Interpretation of UAS Activity: The authors encourage further research,
development, and refinement of UAS detection analytics to continue improving understanding
of how UAS is affecting the state of safety and security within the National Airspace System.

This study underscores that while UAS operations are becoming an increasingly common feature across
the Commonwealth of Virginia, they present a dual reality of opportunity and risk. On one hand, the
proliferation of UAS demonstrates broad adoption of advanced technology that can foster innovation,
commercial growth, and workforce development. On the other hand, the extent of operations,
documented regulatory exceedances, and routine flights near sensitive sites highlight the urgent need
for enhanced monitoring and enforcement. Moving forward, Virginia’s ability to balance innovation with
robust safety and security measures will be essential to positioning the Commonwealth as both a
national leader in future UAS advancement and a responsible steward of the airspace.
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